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RECEIVING INSTRUCTIONS
&
GENERAL EQUIPMENT INFORMATION

Please Note: For your protection, the following information and the product manual should be
read and thoroughly understood before unpacking, installing, or using the equipment.

UNIPOWER presents all equipment to the delivering carrier securely packed and in perfect
condition. Upon acceptance of the package from us, the delivering carrier assumed responsibility
for its safe arrival to you. Once you receive the equipment, it is your responsibility to document
any damage the carrier may have inflicted, and to file your claim promptly and accurately.

PACKAGE INSPECTION

Examine the shipping crate or carton for any visible damage: punctures, dents, and any other signs of
possible internal damage.

Describe any damage or shortage on the receiving documents, and have the carrier sign their full name.
If your receiving freight bill notes that a Tip-N-Tell is attached to your freight, locate it. If the Tip-N-Tell
arrow has turned even partially blue, this means the freight has been tipped in transport. Make sure the

carrier notes this on your receipt before you sign for the freight.

EQUIPMENT INSPECTION

Within fifteen days, open the crate and inspect the contents for damages. While unpacking, be careful not
to discard any equipment, parts, or manuals. 1f any damage is detected, call the delivering carrier to
determine appropriate action. They may require an inspection.

*SAVE ALL SHIPPING MATERIAL FOR THE INSPECTOR TO SEE!

After the inspection has been made, call UNIPOWER. We will determine if the equipment should be
returned to our plant for repair, or if some other method would be more expeditious. If it is determined that
the equipment should be returned to UNIPOWER, ask the delivering carrier to send the packages back to
UNIPOWER at the delivering carrier's expense.

If repair is necessary, we will invoice you for the repair so that you may submit the bill to the delivering
carrier with your claim form.

It is your responsibility to file a claim with the delivering carrier. Failure to properly file a claim for
shipping damages may void warranty service for any physical damages later reported for repair.

HANDLING

Be sure to observe proper ESD handling techniques when installing or handling printed circuit
boards.

NAMEPLATE

Each piece of UNIPOWER equipment is identified by a part number on the nameplate. Please refer
to this number in all correspondence with UNIPOWER.

INITIAL SETTINGS

All equipment is shipped from our production area fully checked and adjusted. Do not make any
adjustments until you have referred to the technical reference or product manual.
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6. SPARE PARTS

To minimize downtime during installation or operation, we suggest you purchase spare fuses, circuit
boards and other recommended components as listed on the Recommended Spare Parts List in the
back of the product manual. If nothing else, we strongly recommend stocking spare fuses for all
systems.

REV HISTORY
Rev Description Checked & Approved by /
Date
5 See PCO 45388 CJM 8/1/19

DOCUMENT SUMMARY

This document explains the installation, operational, maintenance and troubleshooting methods for the UNIPOWER, LLC SageNET-3
Communications Module.

Thank you for purchasing the SageNET-3 Communications Module. We at UNIPOWER, LLC are proud of the quality of our
products and welcome any suggestions to further improve our design to fit your needs.

All statements, information and data given herein are believed to be accurate and reliable but are presented without guarantee,
warranty or responsibility of any kind, express or implied. Statements or suggestions concerning possible use of the product are made
without representation or warranty any such use if free of patent infringement and are not recommendations to infringe any patent.
The user should not assume all safety measures are indicated or other measures may not be required.

PROPRIETARY AND CONFIDENTIAL

The information contained in this product manual is the sole property of UNIPOWER, LLC. Reproduction of the manual or any
portion of the manual without the written permission of UNIPOWER, LLC is prohibited.

© Copyright UNIPOWER, LLC 2015
DISCLAIMER

Data, descriptions, and specifications presented herein are subject to revision by UNIPOWER, LLC without notice. While such
information is believed to be accurate as indicated herein, UNIPOWER, LLC makes no warranty and hereby disclaims all warranties,
express or implied, with regard to the accuracy or completeness of such information. Further, because the product(s) featured herein
may be used under conditions beyond its control, UNIPOWER, LLC hereby disclaims and excludes all warranties, express, implied,
or statutory, including any warranty of merchantability, any warranty of fitness for a particular purpose, and any implied warranties
otherwise arising from course of dealing or usage of trade. The user is solely responsible for determining the suitability of the
product(s) featured herein for user’s intended purpose and in user’s specific application.

Throughout the remainder of this manual, “UNIPOWER” will mean “UNIPOWER, LLC.”
PERSONNEL REQUIREMENTS

Installation, setup, operation, and servicing of this equipment should be performed by qualified persons thoroughly familiar with this
Product Manual and Applicable Local and National Codes. A copy of this manual is included with the equipment shipment.
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1. INTRODUCTION
The SageNET-3 system is an embedded network server, attached to Sageon Control Unit (SCU), that allows the Sageon Power Plant
to be accessed from anywhere in the world.

SageNET-3 runs over any IP network, including the Internet, and allows monitoring of the site via Sageon’s proprietary SageView
protocol, SNMP and HTTP.

The SNMP interface allows alarm notification via traps, and read only (ho write) access to all of the system controller status and
parameters from a remote Network Management System. The SageNET-3 unit allows you to setup which alarms you want reported
as SNMP traps.

Using SageVIEW monitoring and control program, you can configure and monitor the system controller, on up to 2 separate
computers, at any given time. Alternatively, you can monitor the system controller’s status, via a web browser with no additional
software required.

1.1 NOMENCLATURE
Throughout this manual the following styles are used to differentiate between pull-down menus and selections.

File Menu Denotes a pull down menu from the menu bar at the top of the window
Print Denotes a selection option within a pull down menu
CSU Denotes a short-cut button on the toolbar below the menu bar

1.2 GETTING STARTED

1.2.1 Package Contents
e SageNET-3 Hardware
e CD, containing
0 Installation & Operation Manual (this document);
0 Netility Utility;
0 SageNET-3 Configuration Tool Installation;

1.2.2 Minimum Requirements

1.2.2.1 Minimum PC Requirements
The following equipment is required to establish a connection to a Sageon Control Unit:

e  Computer running Windows XP/Vista/7/8 with at least 500MB of disk space available. The SageNET-3
Configuration dialogues are best viewed at a screen resolution of 1024x768 or higher.

e A network connection to the SageNET-3 product
e For HTTP Interface users:

e Internet Explorer 7.0 or equivalent.

1.2.2.2 Minimum User Requirements

For installation of the SageNET-3 unit, it is recommended that the installer has some working knowledge of general network settings,
the TCP/IP and UDP/IP protocols, and also have access to network information. Administrative privileges will be required for
installation of all software and utility packages. It is also highly recommended that the programs (SageNET-3 config, Netility, etc.) be
run by a user with administrative privileges and that the program be “run as administrator” (Windows 7 and above). The programs’
functionality can not be guaranteed when run under a restricted user profile.

If SNMP is to be installed, it is highly recommended that the installer has knowledge of the Network Management System NMS to be
used. This manual does not provide information on how to set up the user’s NMS.

PM990-4036-00, Rev 5 1-1
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2. INSTALLATION

2.1 INSTALLING THE SAGENET-3 UNIT

The SageNET-3 Unit should be installed onto the magazine of the Sageon Power Systems. To install, plug the attached cable into the
backplane plug, and insert the screws.

A mounted SageNET-3 module in a Sageon Power Systems, looking from above

. - ————
—

A mounted SageNET-3 module in a Sageon Power Systems, looking from behind

2.2 INSTALLING AND USING THE NETILITY UTILITY
The provided Netility application should be installed first. Note: Administration privileges will be required for program installation.
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Follow the wizard installation prompts to install the program. After launching the program it will automatically scan the network for
active SageNET-3 units and display the findings.

T Netility

Launch
Web User
Interface

A Search for device’s LAN IP

Serial Number MAC Address IP Address

3927092117 00-03-EA-12-4B-95 192168.0.236

Firrmw are
Upgrade

About

Hardware Wersion: D520
Firrnware Yersion: 3.1.0x520.MC5U
MAC Address: O0-03-EA-12-4B-95

Select 1 of 1

2.2.1 Refresh List

Pressing the Refresh List button will re-engage the scan for all detectable devices. After the “Searching devices....”notification the
details will appear

Ty Netility
Launch

Web User
Interface

by Search for device’s LAN IP

Serial Humber MAC Address IP Address

3927092117 00-03-E4-12-4E-95 192.168.0.236
Firrmware

Upgrade

About

Hardware Yersion: D=520
Firmware Yersion: 3.1.0x520.MC5U
MaC Address: 00-03-EA-12-4B-95

Select] of 1

Refresh
List
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2.2.2 About
This button will show the installed version of the program

x
m Metilty 453

Copyright [C] 2007 - 2012

kena System Technologies, Inc.

2.2.3 Network Settings
A particular IP Address can be assigned to the unit using the Network Setting button.
2.2.3.1 IP Address

“Ly Metility

Launch

Web User % Configure .

Interface
IF Address |.-’-'-.u:|vanu:eu:|| Password |

— &ddresz Configuration

Network (% fibtain IF address by DHLF
Settings
€ [btain IF address by BOOTE

Serial Huml
™ Use following Static IF address
2927092704

— P Address

Firrrw are
Upgrade P Address: | 192 168, 0 . 22

Subnet tazk; I 2852862850 0

Gateway: {192.168. 0 . 1

Hardware el
Firmuare Wer:
MAL Addre

Refresh
List
|

The IP Address tab allows the network settings to be configured. The settable parameters are:

Obtain an IP address This field selects whether the SageNET-3 IP address is set manually or via DHCP. The network settings can be
automatically obtained if there is a DHCP server on the network.

IP Address This field is to set SageNET-3 IP address.
Subnet Mask This field is to set SageNET-3 Subnet Mask.
Gateway This field is to set SageNET-3 Gateway.

The above 4 fields can be set via the SageNET-3 webpage as well. SageNET-3 will reboot after any of the above are changed.
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2.2.3.2 Advanced

Launch
Web User
Interface

Metwork
Settings

Firrrow are
Upgrade

About

Refresh
List
|

Serial Hum
2927092704

™ Configure

IP sddiess  Advanced I Passwnrdl

— Management Pratocal

HTTF part nurnber [1-55534); ISD

¥ Enable HTTPS Function
HTTFS port number [1-65534); |443

¥ Enable Telnet Function
Telnet part number (1-55534); |23

¥ Enable S5H Function
S5H port number [1-65534); |22

Hardware e
Firmware Yer
MAC Addre

ok I Cancel |

The Advance tab allows the network management features of the SageNET-3 to be configured. This allows the security of the unit to

be managed. The settable parameters are:

Enable HTTP Function This field controls whether the SageNET-3 webpage can be accessed via the HTTP protocol. HTTP port
number field defines what port is used for the HTTP protocol. The default is 80.

Enable HTTPS Function This field controls whether the SageNET-3 webpage can be accessed via the HTTPS protocol. HTTPS
port number field defines what port is used for the HTTS protocol. The default is 443.

Enable Telnet Function This field controls whether the SageNET-3 Telnet functionality is operational. Telnet port number field
defines what port is used for the Telnet protocol. The default is 23.

Enable SSH Function This field controls whether the SageNET-3 Secure Shell (Secure Telnet) functionality is operational. SSH port
number field defines what port is used for the SSH protocol. The default is 22.

NOTE: The security of the SNMP system is managed via the unit’s webpage.
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2.2.3.3 Password
The password tab enables the device protection against an unauthorised access.

4 Metility

Launch
Web User
Interface

IP .&ddressl Advanced Password |

Device Pazzword

" Mew pasaword:
Serial Hum =

3327032704

Confirm passward:
Firrrw are

Hardware e
Firrmwyane Wer
AL Addre

Refresh

To enable this security, tick the Enable password setting field and type the chosen password twice for verification.

The password can be up to 24 alphanumeric characters (NB not special characters) in length; however the user can select something
shorter. The password can be any combination of letters and numbers and it is case sensitive.

7 Configure x|

IP Addressl tdvanced Paszword |

— Device Pazzword

¥ Enable password setting

Mew pasaword: I****"*"**
LConfirm passwaord: I“’“"‘"“"“ﬂ

] I Cancel |

After pressing OK the unit will reset and all the Netility settings will be password protected.

For example if the user decides to eliminate the password by unticking the Enable password setting
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7 Configure

IP .l’-'xddressl Advanced  Password I

— Device Password

[~ Enable password setting

B pazsword;

Canfimm passwond:

the password dialog box will pop-up

OF I Cancel
zl

Metility Paszward:

o]

Cancel

The user should type the correct password and press the OK tab to continue with desired action. If the wrong password has been the

entered, system will complain and nothing will change.

' "_n., Incorreck Password,
L

x|

Note: The Netility password will have NO effect on Webpage access to the SageNET-3 unit.

2.3 LAUNCH WEB USER INTERFACE

The web interface may be accessed via the web address: http://<ip-address-of-module>/ or from Netility utility.
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¥) MiniCSU(My Office) - Mozilla Firefox

_lo] x|

Fle Edit Yew Hstory Bookmarks Tools Help

< |J: - |Underquot\.. |@] http:....cam/ |BThang Le: .. |\W’RADIUS - |'$S;Chmese (M... | {_IMIST Inter.. |mTDp S Free.. |[§]Eest Free S..l | Fires, warrl... | B MinicsUg. x| >+ T
~ 0 192.168.0.254 (<] ‘ v Google ,| f W

Information > System Status

System Information BT ETTTE

Hardware Version Dixa20
Configuration

Firmware Version 169-8551-00
Serial Humber 3027002704
System Name MiniCEU
System Contact Administrator

| Location Mty COffice

W] Log Information )

System Time 2013102113 13:25:42

Uptime 01:42:53

_ Send Email for Daily Report (No)

4 |

[0 Vancouver: 19:25:39, Tue, 12/02/13 [+l Toronto: 22:25:39, Tue, 12/02/13 = Belgrade: 04:25:39, Wed, 13/02/13 ™ Singapore: 11:25:39, Wed, 13/02/13 EA Mebourne: 14:25:39, Wed,

The default view is Information-> System Status.

The Information->Current Status will give the user status information on the operation of the Sageon Power Plant.

) MiniCSU(My Office) - Mozilla Firefox

Fle Edit Wiew History Bookmarks Took Help

< b: |Underquot\... |@]http:...‘com,’ |BThang Le: . |\‘¢'RADIUS - HS;Ch\nese M., |{:} MIST Inter... |mTOD S Free... |ﬂEest Free 5 | % Fires, warni.. | WMinicsul. x| >+ T

& 1921680254
Wi,
= =
" BEe MiniCSU
a
Information > Current Status

[

B - sooge Pl A w

Current Status

Current Status =1

System Volts (V) 545
configuration

Load Current (A) 05

Number of Alarms 0

(Wl!| Log Information H

Refresh status every |1[I seconds ¥

2 [+ Vancouwer: 19:34:39, Tue, 12/02/13 [+] Toronto: 22:34:39, Tue, 12/02/13 ¥4 Belgrade: 04:34:39, Wed, 13/02/13 ™ Singapore: 11:34:39, Wed, 13/02/13 Melbourne: 14:34:39, Wed,

=101

2.4 INSTALLING THE SAGENET-3 CONFIGURATION TOOL

If you are using Windows XP/Vista/7/8, please ensure you are logged into an account with administrative access before installing. If

you are not sure, please consult your network administrator.
1. Insertthe CD into the CD-ROM drive.
2. The CD will auto-play to install the configuration software
3. Follow the prompts during the installation procedure.

At the completion of installation, a SageNET-3 Configuration shortcut icon will be added to the Start/Program menu.
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2.4.1 Running the SageNET-3 Configuration Tool for the first time

If you are using Windows XP/Vista/7/8 it is advised that you run the program under the username with which you will mostly run the
program in the future.

2.4.2 Logging Into the SageNET-3 Configuration Tool

The Security dialog box will appear every time you run the configuration tool. It is to ensure that no unauthorised user can log in to
the system. This prevents unauthorised users from making critical changes to any SageNET-3 units.

=T
File . Module Tools Help
—Madule Information
Location Module Mame:  Location
IPéddess:| O . 0 . 0 .0 Part Mo: 10033
Aszszet Details ﬂ
Manufacturer Location
e
szer: |
Pazswond: I
aFr. Cancel
Install Date 0140142004
Maintenance Date 01/01./2004
Build State .
Latitude 0.000000
Longitude 0.000000
Sdd Begion Add Branch | = I I ,I
| y

The default password is available by contacting field service. Please change the default password immediately by accessing the User
Management option of the Tools menu (see User Management).

NOTE:

Every attempt to log in to the application is logged in the system event log, and also sent to a syslog server on the network. (Reporting
Options, for more details on Reporting Options).

2.5 INSTALLING THE SAGENET-3 MIB

The SageNET-3 MIB file has been pre-loaded in-to the device to allow integration into the user’s Network Management System
NMS.
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3. CONFIGURATION TOOL OPERATION

3.1 INTRODUCTION

The SageNET-3 Configuration Tool allows users to keep track of the configuration of each SageNET-3 module, on one or more PC’s.
This tool allows the user to create regions and locations, and organise these units in a tree structure, for easy sorting and maintenance.

Using this tool, the user can download the configuration from, or upload the configuration to any SageNET-3 module that it has
network access to. This may range from a SageNET-3 unit on a local area network (LAN), to using a wide area network (WAN) such
as the Internet to access a module on the other side of the world.

All the configuration information for each module is saved onto the local hard disk, and can be backed up accordingly.
The configuration utility also provides traceability, as it logs important information to the system event log, and can also be configured
to send syslog messages to a network syslog server.

3.2 THE MAIN SCREEN

The main screen allows the user to create and maintain many SageNET-3 modules, in various locations. It can show the configuration
for each module listed, and gives access to edit each module’s settings via the menu system.

=

File Module Tools Help

~Module Infarmatior
Module Mame: Location

B Location _
i Drefault
ol IPaddess| 0 . 0 . 0 . 0  PotNa [10033

‘e Temp
Asszel Details ﬂ
M anufacturer Location

Model SageMET

Power System Software ¥er:

Agent Software ¥ersion

Mame

Attached Devices

Aszzet Tag

Access Code
Install Date 01/01./2004
Maintenance Date 07401 /2004
Build State
Latitude 0000000
Longitude Q000000

-
Add Reqgion Add Branch | 5 I I ,I

I 4

3.2.1 The Module Tree

The module tree allows the user to define an organisational tree, listing all the SageNET-3 modules that will be accessed by the
configuration tool. Using the Add Region and Add Branch buttons, the user can define regions based on geographical location, or
logistical information. The user can delete a region or branch by selecting the item and pressing the delete key or using the Delete item
on the right-click pop-up menu.

3.2.2 The Module Information Area
There are 4 important sections of the Site Information area.

3.2.2.1 Module Name
The module name is a configurable label set by the user.
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3.2.2.2 IP Address
The IP Address of the module that you wish to connect to, is set here.

TIP: If you wish to upload the same module configuration to more than one unit, create a template and upload to each unit by
adjusting the IP Address each time.

3.2.2.3 Port No.

The port that the configuration utility will connect to is set here. This is the port you wish to connect to during the next configuration
upload or download.

TIP: This detail needs to be changed when you change the configuration port of the SageNET-3.

*WARNING* The configuration port that the SageNET-3 module uses is NOT changed here. To change the configuration port
the SageNET-3 module uses, refer to SageNET-3 Configuration Tool TCP/IP Port.

3.2.2.4 Module Information Window

The module information window allows the user to quickly view a module’s settings. This section will give you a break down of all
the settings that can be changed via the Module Properties menu. There is some additional data displayed in the site information
window. These details are saved locally on the PC, and are not transferable between SageNET-3 and the configuration tool.

3.3 PULL-DOWN MENUS

The pull-down menus provide access to all the user selectable functions of the SageNET-3 configuration tool. This section describes
the function of each pull-down menu and its sub-items.

3.3.1 File Menu
The File menu provides the ability to print hardcopies of module settings, save the configuration information, and exit the program.

The functions available in the Eile Menu in listed order are as follows:

O SageNETConfig

FE Module Tools He

3.3.1.1 Save

Saves any changes to module configurations to the local disk for future reference. The user will be asked to save on exit, but to safe
guard changes in the meantime, they should use the Save menu option on a periodic basis.

3.3.1.2 Print

Prints the currently selected Site Information. The Print Dialogue appears, allowing the user to select the appropriate printer and print
properties.

3.3.1.3 Exit
Exits the SageNET-3 configuration tool and returns to the operating system

3.3.2 Module Menu
The Module menu provides access to the configuration properties and functions of the SageNET-3 Module selected.

The functions available in the Module Menu in listed order are as follows:
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O SageNETConfig

File | Module Tocls Help

— Properties...

Configuration From SageMET...
Configuration To SageMET...

3.3.2.1 Properties

Opens the module parameters window that displays and allows editing of the currently selected SageNET-3 module parameters. See
SageNET-3 Module Settings Window for further detail.

3.3.2.2 Configuration From SageNET-3
Creates a connection to the currently selected SageNET-3 module, and downloads the live configuration information from the module.

3.3.2.3 Configuration To SageNET-3

Creates a connection to the currently selected SageNET-3 module, and uploads the configuration information to the module.
This operation will result in the SageNET-3 module resetting, and is logged in the system event log, and to the syslog server, if
configured.

3.3.3 Tools Menu
The Tools menu provides access to the program options of the SageNET-3 configuration tool.

O SageNETConfig
File: Module | Tools Help

; " Uszer Management. ..
[=l-Locatio 3 ;
T Dt Reporting Options...

Lab Sageon

3.3.3.1 User Management

Opens the User Management window. This window allows the user to add or delete users, and edit user information. For more
information please see User Management Window..

3.3.3.2 Reporting Options

Opens a window that allows the user to set the syslog reporting address. This should be the IP address of a syslog server on the
network. The syslog server will then receive notifications of events, such as opening and closing of the program, user logins,
changing of user information, changing of module configurations, and uploads and downloads of configurations.

3.4 POP UP WINDOWS

Several parameter windows have been mentioned in the previous sections where system-operating parameters are displayed and able
to be edited. The parameter windows and the function of their listed parameters are described in this section.
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3.4.1 SageNET-3 Module Settings Window

3.4.1.1 Asset Details Tab

The asset details tab provides the ability to change any details that may be required by the user to assist with asset tracking. The asset
tracking details are reported via SNMP, and allow the user to discover information about the unit, such as it’s physical location, that
can be accessed directly via the unit, and no external source.

SageNET Module Settings = x|

Connection Setup I Alert Selection I
bzzet Detalz | Operational I

b anufacturer:
ILocation

b odel:
ISageN et-3

Attached Devices:

Azeet Tag:

[nstall Date [dd/mam ] ||:|1 A01.A2004
i aintenance Date [dd/mm.yyn] ||:|1 A01/2004

Build State: I

Latitude; IEI Longitude; IEI

Lacation:

M ame;

gK __Carcal |

3.4.1.1.1 Manufacturer

This is the manufacturer of the SageNET-3 Unit. It corresponds to the manufacturer variable in the SNMP MIB, allowing you to
configure each SageNET-3 unit’s manufacturer name.

3.4.1.1.2 Model

The model corresponds to the model type of the SageNET-3 unit. Typically, this will be SageNET-3, however this may change for
your unit, if you wish to rename the model.

3.4.1.1.3 Name
The name of the system in your power network may be stored here, for usage in the SageNET-3 SNMP MIB.

3.4.1.1.4 Attached Devices

This is the area where you may describe any attached devices for reporting via SNMP. For instance, you may wish to show that it is a
system consisting of UNIPOWER rectifiers.

3.4.1.1.5 Asset Tag
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The asset tag area is a place to keep track of the asset tag of the SageNET-3 unit. It may be up to 15 alphanumeric characters.

3.4.1.1.6 Install Date
The install date allows you to keep track of when the power system or SageNET-3 unit was installed.

3.4.1.1.7 Maintenance Date

The Maintenance date allows you to keep track of the last time any maintenance was performed on the SageNET-3 unit, or on the
power supplies.

3.4.1.1.8 Build State

The build state allows the administrator to effectively describe what release version and patches have been uploaded to the SageNET-
3 module.

3.4.1.1.9 Latitude/Longitude

The Latitude and Longitude sections allow you to keep track of the co-ordinates of the system, for mapping to a larger system. These
values are entered in degrees, but are displayed in GPS format when reported by the SNMP interface. To convert between the GPS
format and degrees, you need to use the following equations:

For Latitude: Latitude in Degrees = (gpsLatitude * 90) / ((231)-1)

The latitude is given as either a positive or negative. When a positive value is given, the latitude is north. When a negative value is
given, the value is south.

For Longitude: Longitude in Degrees = (gpsLongitude * 180) / ((23%)-1)

The longitude is given as either a positive or negative. When a positive value is given, the longitude is east. When the value is
negative, the longitude is west.

3.4.1.1.10 Location
Location allows you to describe where the module or power supply is situated. This could be an address, or an office, etc.
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3.4.1.2 Operation Tab

&

Connection Setup | Alert Selection I
Azzet Details Operational
Date Format:

rirn, dd Ay

Battery Estimated Time R emaining

E stimation Factor [Z]: IED

QK Cancel |

3.4.1.2.1 Date Format
The Date Format allows you to select how the date should be displayed for the SageNET-3 module.

3.4.1.2.2 Estimation Factor

The SageNET-3 SNMP reported Estimated Battery Time Remaining values only provides a crude indication of time remaining and its
reliability is heavily reliant on the data the user provides. The relationship between the charge remaining and time remaining is non-
linear and is dependent upon a number of factors which include:

1. Battery state of health (including: age and amount of use),
2. Environmental conditions,

3. State of charge, and

4. Magnitude of the load current.

The Estimation Factor is a user-entered percentage that is used to weigh down the calculated Estimated Battery Time Remaining,
which allows the user to take into account some of these factors. For instance, if there is 20 minutes battery charge remaining, the
estimation factor will allow you to reduce, that to 15 minutes by changing it to 75%. The default value is 80%.

The algorithm used here is:

time remaining =  estimation factor * estimated charge remaining

battery discharge current

The user should select an Estimation Factor that gives a very conservative time remaining, which will mean that the Estimated Battery
Time Remaining will expire well before the LVDS is activated causing the system to potentially fail.

The user uses this functionality at their own risk.
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3.4.1.3 Connection Setup

X
Azzet Details | Dperational
Connection Setup | Alert Selection

Sagetiew TCPAP Port 1 |1EIEIEI1

Sagetiew TCRAR Port 2 |1 nonz
SagetETConfig TCPAR Port I'I nog3

Battery Discharge Logging TCPAP Connection:
SageView TCP/P Port 1

I*

Default Access Code:

Cancel I

3.4.1.3.1 SageView TCP/IP Port1 & 2

The SageView TCP/IP port settings allow you to configure which ports the SageNET-3 should listen on for a connection from the
SageView program. These are configurable, so that you can set these to match ports that can be opened on any firewall(s) between the
SageNET-3 module and the monitoring PC. It is recommended that you use ports 10001 and 10002 where possible. However, if
these ports are unavailable, you should choose carefully what ports are used.

3.4.1.3.2 SageNET-3 Configuration Tool TCP/IP Port

This port allows you to change what port the configuration tool should connect to the next time it connects to the SageNET-3 module.
This is configurable, to allow for firewalls.

3.4.1.3.3 Battery Discharge Logging TCP/IP Connection

The Battery Discharge Logging TCP/IP connection describes which SageView port will be used to report any discharge logs. Only
one SageView session can receive the battery discharge information.

3.4.1.3.4 Default Access Code

To provide security for remote access to the Sageon Control Unit (plant controller), a unique access code may be entered into the
plant controller. This code defaults to 000000 from the factory. If the access code for the power plant has been changed from the
factor default, it should be entered here so that SageNET-3 may gain remote access to the SCU.

For example, if the SCU has an access code of 2453242, then the user could set the default access code of the SageNET-3 module to
2453242.
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3.4.1.4 Alert Selection

3.4.1.4.1 Alert Selection Section

SageNET Module Settings x|
Azzet Detailz I O perational |
Caonnection Setup Alert Selection

Select alarms on which alerts will be sent:

EEFROM Fail -
CMR "Waming

SMA Urgent

Load Fuse Fail ar CB Trip

LwDS Open

Yoltage High

Yalkage Low

Battery Dizcharge

SKMA Overvolkage or SMAB Comms

ACYalkage Fault

AL Frequency Fault

Cabinet ar Armbient Termp High

Battery Temp High

Charge Current Limit

Bat Dizcharge Symmetry Alarm

Earth Leakage Fault

[rverter Fail or SkE AC Mot OF Urgent

SKMA AC Hat OF

SKMA HWSD or SME Owvervoltage Urgent

Bat. Switch Open j

Select Hone |

ak. I Cancel I

The alert selection section allows you to choose which of the available alarms will be reported via SNMP traps. If the alarm is
unselected, it will still be available via the alarm logs of the SNMP monitoring and the SageView monitoring, but it will not have an

SNMP trap generated for it.

3.4.1.4.2 Select All

The select all button will quickly select all of the alarms to be reported.

3.4.1.4.3 Select None

The select none button will quickly remove all alarms from reporting.
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3.4.2 User Management Window

O User Management - 0] x|

Mew zer | Drelete Lser |
Edit User | Change Pazswaord |
Full Mame |zemarme -

Adminigtrator Adminiztrator

-

The user management window is used to maintain the users allowed to access the configuration tool. After the initial installation of
the program, it is highly recommended that you change the administrator password from the default.

Any changes made to the users database is automatically logged in the system event logs, and if configured, is logged using the syslog
protocol, to the set up syslog server.

3.4.2.1 Full Name
The full name of the user is inserted here.

3.4.2.2 User Name
The user name of the user is what the user will use to log into the configuration tool.

3.4.2.3 Password / Confirmation Password
You need to type the user’s password into these sections to set the password for the user.

3.4.3 Reporting Options

O Reporting Options x|

Syztem Monitoning Setiing
Syslog IP Address:

192 . 188 . 0 . 199

F, Cancel

You may insert the IP address of a computer that runs a syslog daemon here. This allows you to remotely monitor changes made to
SageNET-3 configurations, and the user management of the configuration software from a remote computer.
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4. WEB INTERFACE

The web interface may be accessed via the web address: http:/<ip-address-of-module>/. The operation of the webpage
interface is described in detail in the following section. By default the SageNET-3 webpage opens at the Information ->
System Status page.

4.1 INFORMATION SECTION
4.1.1 System Status

4.1.1.1 System Information tab

This section is to show SageNET-3 system information. Values in Hardware Version/Firmware Version/Serial Number/System Time,
are provided by SageNET-3 itself. Other values are user settings from the Configuration pages.

) MiniCSU(My Office) - Mozilla Firefox o [=] ]

Fle Edit Wiew History Bookmarks Tools Help

4 ‘l i Leifheit Pe.. | Busez.0: .. | B Linws | Em... |Eite|: (Und... |Underquntl " |@] http:....comy; |BThang Le: .. | {ivWhat s Su.. | i Product List |p MNetProbeli... | P MinicsUl. x| >+ T
= 192,168.0.237 c | - 3 clases of network addrasses ,| @ w

MiniCSU

Information > System Status
System Information BT EIEIT

Hardware Version D520
Configuration
Firmware Version 169-8671-00

Serial Number 3927082117
System Name MiniCsl
System Contact Administrator
Location My Office

W] Log Information )
System Time 2013/01108 00:42:56
Uptime 00:12:50

_ Send Email for Daily Report (No)

| B

3 [+ Vancouver: 21:01:14, Sun, 13/01/13 [+ Toronto: 00:01:14, Mon, 14/01f13 &8 Beigrade: 06:01:14, Mon, 14/01f13 ™= Singapore: 13:01:14, Mon, 14/01/13 & Melbourne: 16:01:14, Mon, 14/01/13 4

4.1.1.2 Network Status Tab

This section is to show SageNET-3 Network settings. The MAC address is provided by SageNET-3. All other values in this section
are user settings from the Configuration pages.
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Information Information > System Status

B CUNELETTUN Network Status

MAC Address 00:03EA12:ARG5 Primary DNS Server 19216803
Configuration
Connection Type 100Mbps Full-Duplex Secondary DNS Server
IP Address 192 168.0.237 Time Server time.nistgow
Subnet Mask 155.255.255.0 PPPoE IP
Gateway 192.168.01

]

Log Information

H Email Server

1|

3¢ [+ Vancouver: 21:48:25, Sun, 13f01/12 [«I Toronto: 00:48:25, Mon, 14/01/13 ¥ Belgrade: 06:42:25, Mon, 14/01/13 ™ Singapore: 13:48:25, Mon, 14/01/12 Melbourne: 16:48:25, Mon, 14f01/13 4

4.1.2 Current Status

Current Status view shows Voltage, Current and Number of alarms of Sageon Power Plant.

) MiniCSU(My Office) - Mozilla Firefox

=] 3]
File Edit W¥iew History Bookmarks Took Help

< ||ter |mTDp 5 Free |G]Elest Free S | i Fires, warni | W MiniCSU[.. x

On Being A |F-DN Pointer arra |F-DN Pointer arra | () Doorphone | (') Wireless IP 1Y) Lego™ Ins | > k=

2 192,168.0.254

€
B 5.""

0 . .. MiniCSU
Information > Current Status

c | ‘v Google ;‘ # W

Current Status

Current Status £2

System Vaolts (V) 4.8
Configuration
Load Current (A} 08
Number of Alarms 0

Wl Log Information H

Refresh status every | 10 seconds 'I

2 seconds
g seconds

30 seconds
¢ [I+] vancouver: 22:07:09, Wed, 13/02f13 [+] Toronto: 01:07:09, Thu, 14/02/13 & Belgrade: 07:07:09, Thu, 14/02{7 1 minuie 1 14:07:09, Thu, 14/02/13 & Melbourne: 17:07:09, Thu,

Status refresh rate is settable by the pull down menu.

4.2 CONFIGURATION
The Configuration section has the following options:
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4.2.1 Network
The user should read and understand the section Appendix - Network Setup before they configure the network settings.

The Configuration-> Network section has the following tabs:

4.2.1.1 IP Address
This tab is accessed by default at Configuration - > Network menu in the selection area on the left

The settable parameters are:

IP Address This field is to set SageNET-3 IP address.

Subnet Mask This field is to set SageNET-3Subnet Mask.

Gateway This field is to set SageNET-3 Gateway.

Obtain an IP address This field is to choose to set SageNET-3 IP address manually or via DHCP.

The above 4 fields can be set in Netility utility as well. SageNET-3 will reboot after any of the above are changed.

&) MiniCSU{My Office) - Mozilla Firefox [ ]
Ele Edit Miew History Bookmarks Toolks  Help

< || i Leifheit Pe IE USE 3.0: | 2 Linux | Em |Step {Und |Undarqunn |@1 http:....comf |BThang Le: .. | { Whatis Su | " Product List |§ MetProbeLi | W Minicsul x| > + =
& 192.168.0.237 c ‘ ~ 3 clases of network addresses /‘ fr W

MiniCSU

Configuration [LF.UOIEES N DNS Server IP | Ethernet | Dynamic DNS | PPPoE

Hebaries IP Address 162,168 0237
Subnet Mask 255 256 2550
Gateway 192.186.0.1

N Obtain an IP address * Manually N
M| Log Information
_ = Gystern will rebootwhen these items have been Applied

| B

> [*] Vancouwer: 21:50:22, Sun, 13/01/13 [+] Toronto: 00:50:22, Mon, 14/01/13 B Belgrade: 06:50:22, Mon, 14/01/13 ™ Singapore: 13:50:22, Mon, 14/01/13 Melbourne: 16:50:22, Mo, 14/01/13 4

The implemented choices for IP address selections are statically, by user selection and dynamically, by using the DHCP (Dynamic

Host Configuration Protocol), with pull-down menu.
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4.2.1.2 DNS Server IP
The settable parameters are:

Primary DNS Server IP This section is to set SageNET-3 primary DNS Server IP address.

Secondary DNS Server IP This section is to set SageNET-3 secondary DNS Server IP address. SageNET-3 will use the secondary
DNS Server IP address when the Primary DNS Server IP address is not working.

¥)) MiniCSU(My Office) - Mozilla Firefox
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@H s e
IR

4| B
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4.2.1.3 Ethernet
The settable parameters are:

Connection Type This section is to set communication speed between SageNET-3 and Network. SageNET-3 will reboot after
Connection Type is changed. When 100Mbps is selected the RJ45 green LED is on and with 10Mbps the yellow LED is on.

Stop UPS communication when Ethernet disconnected This section is to stop SageNET-3 communications when SageNET-3 is
disconnected from the Ethernet.

&) MiniCSU{My Office) - Mozilla Firefox =10l x|
Ele Edit Miew History Bookmarks Toolks  Help
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Configuration IP Address | DNS Server IP WSUEIIIE Dynamic DNS | PPPoE

Network E3

Connection Type * Auto Sense |
Stop UPS communcation when Ethernet disconnected Mo =
*: Systern will rebootwhen these items have been Applied
M| Log Information

4| B

x> [+] Vancouwer: 21:50:51, Sun, 13/01/13 [+] Toronto: 00:50:51, Mon, 14/01/13 B Belgrade: 06:50:51, Mon, 14/01/13 ™ Singapore: 13:50:51, Mon, 14/01/13 Melbourne: 16:50:51, Mon, 14/01/13 4

4.2.1.4 Dynamic DNS

The settable parameters are:

Services Provider SageNET-3 can be configured to register with any of the Dynamic DNS providers. In general, to register a Domain
Name;

a. Go to the DDNS provider website listed.
b. Register a new user account and password with the DDNS provider.
c. Choose a Domain Name to point to your current Dynamic IP

d. Enter information obtained in (b) and (c) into SageNET-3 DDNS fields
Domain Name This is the Domain Name you have created from the above selected DDNS provider.
Login Name This is the Login / Account name that you have created with the selected DDNS provider.
Login Password Enter the Password you have assigned to your DDNS Account.

Use external STUN server to get Public IP to register Choose Yes to ensure that SageNET-3 uses the WAN / Public IP to update
the selected DDNS server. This is a free service that allows the user to alias a dynamic IP address to a static hostname.
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Domain Name
Login Name

) Login Password
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Use external STUN server to get Public IP to register Mo =

211 21 K743
Secondary STUN Server IP
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4.2.1.5 PPPoE
The settable parameters are:

When Connection should be made This is to set if using PPPoOE to connect with Sageon Power Plant. The options are:
Disabled: Default setting.

Connect always: SageNET-3 will automatically dial up and maintain continuous connection.
Login Name Enter the login name assigned by your ISP.

Login Password Enter the password assigned by your ISP.

Use this option to allow SageNET-3 to connect to the Internet directly using your xDSL modem. Once set-up, SageNET-3 will
connect directly to the Internet without going through a router.

Note: SageNET-3 will reboot if any configuration applies.
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4.2.2 SNMP

4.2.2.1 MIB System
The settable parameters are:

System Name This section is to give a name to a SageNET-3.
System Contact This section is to give a name to the administrator.

System Location This section is to set SageNET-3 location.
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4.2.2.2 Access Control
The settable parameters are:

Manager IP Address This section is to set the IP address that the administrator can manage SageNET-3 from. It is valid for up to 8 IP
addresses. To manage SageNET-3 from any IP address, enter *.*.*.* into "Manager IP address".

Version This section is to set SNMP versions.

Community This section is to set a Community name for NMS. The community name has to be as the same as the setting in NMS.
Permission This section is to set authorities of administrators. Options are Read, Read/Write, and No Access.

User Name This section is to set SNMP user's account. (Only if use SNMPv3)

Password This section is to set SNMP user's password (Only if uses SNMPv3)

Authentication This section is to select between MD5 or SHA (Only if use SNMPv3)

Privacy This section is to select between DES or AES (Only if uses SNMPv3)

Description This section is for an administrator to make notes.

&%) MiniCSU{My Office) - Mozilla Firefox - (Ol x|
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Manager IP

SNMP =3 Address Version Community Permission User Name Password Awthentication Privacy Description
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4.2.2.3 Trap Notification
The settable parameters are:

Destination IP This section is to set receivers IP address for receiving traps sent by SageNET-3. It is valid for up to 8 IP Addresses.
Community This section is to set a Community name. The community name has to be the same as the setting in Access Control.

Severity This section is to set Trap receiver levels. There are three levels:

1. Information: To receive all traps.
2. Warning: To receive only “warning” and “severe” traps.
3. Severe: To receive only “severe” traps.

Accept This section is to set to receive a trap or not.
Description This section is for an administrator to make notes.

Events This section is to select events for SageNET-3 to send traps. Clicking on Select will open a Select Events List. Event Traps
may be selected from this list.
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4.2.2.4 SNMP UDP Port

The settable parameters are:

SageNET-3 SNMP Port and Trap Receive Port

This section is to set the SNMP and Trap port. (SNMP default is UDP161 and Trap default port is UDP162)
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4.2.3 Web/ Telnet

4.2.3.1 User Account
The settable parameters are:

User Name This section is to set a user name for SageNET-3 web pages. It is valid for up to 8 users. Users have to input the user
name to get access to SageNET-3 web pages from a web browser.

Password This section is to set a password for SageNET-3 web pages. Users have to input the password to get access to SageNET-3
web pages from a browser. The password can be up to 24 alphanumeric characters (special characters are not allowed) in length;
however user can select something shorter. The password can be any combination of letters and numbers and it is case sensitive.

Permission This section is to set users' authorizations of Read, or Read/Write.

IP Filter This section is to set a particular IP address. Users can only gain access to SageNET-3 web pages if they come from this IP
address. If you want to manage SageNET-3 from any IP address, you can set it as *.*.*.*

Auto Logoff after Idle for _ minute(s) When user login to the webpage, if idle for X minute which configured, it will log out
automatically.

¥2) MiniCSU{My Office) - Mozilla Firefox =1oix|

Fle Edit Wew Hgtory Bookmarks Tools Help
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Infermation Configuration > Web / Telnet
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Configuration
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Web/Telnet E2 l— l— lm lr
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Once the user enters the:
User Name: <login name>
Password: <login password>

and presses the Apply button, a security dialog box will be displayed for any Web access

Authentication Required : x|

& username and passward are being requested by hetp: 1192, 168.0.22, The site sawvs:
"0:0.6b8b4565 7"

Lzer Marne: I user

Passward: I T

Ik I Cancel
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The same security is applied for Telnet sessions. If the user does not enter a User Name and Password then they will not be able to
log-in.

MWINDOWS  system32i.cmd.exe

Uzer Name:
Paszsword:

You are an illegal user.
Connection to host lost.

G:“Documents and Settings“Nladimir“My Documents“Downloads>

Once the user enters the correct User Name and Password then they will be able to gain access to the Telnet session.

¢+ Telnet 192.168.0.237

Uzer Hame: pzen
Password: esws
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¢ Telnet 192.168.0.237

Main Menu

. Set IPF Address.

. %et Webh and Telnet User Account.
. Reset Configuration to Default.
. Save & Reboot.

. Exit Without Saving.

Select =>

4.2.3.2 SSL Information
The settable parameters are:

SSL Public Key This is to upload the SSL public key.
SSL Certificate This is to upload the SSL certificate.
The parameters for display are:

Public Key Length This is the length in bits of the SSL public key. This defines the level of encryption security provided by the
public key.

All SSL certificates will have this basic information: domain, validity period, and issuer and this is displayed on this page. The SSL
certificate is issued to a specific domain name, and has a validity period (Valid From and Valid Until). The issuer of the certificate
is also included (Issued By).

For example

Issued To: www.unipowerco.com
Issued By: Secure Certificate Authority
Valid From: 27/6/2013

Valid Until: 27/6/2018
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4.2.3.3 RADIUS Server Settings
The settable parameters are:

Enable RADIUS in Web/Telnet login To engage this feature or not
RADIUS Server Address To configure the RADIUS server's IP Address.
Authentication Port To configure the UDP port to use.

Shared key The password to connect with RADIUS Server.

Connection TimeOut The timeout for completion of RADIUS's request.
Connection Retry To configure the number of retries to login.

This is to configure the parameter of the radius server. Please refer to the appropriate radius server setting.

E7) MiniCsu(My Dffice) - Mozilla Firefox
Fle Edit Wiew Hstory Bookmarks Tools Help

< || |l Leitheit Pe | Euse 3.0

_(- ¥ 192.168.0.237

_'."..' MiniCSU

=10l

|EL\nux|Em |Step (Und |ﬂumerqucm |@1mtp: (Dm/lBThangLe |§j}whansau |[}Dmductust |§Netpmheu |j.'M\mCSU( x[>» +

Pl A w

& | [~ 2 clases of netwark addresses

Configuration > Web / Telnet

UEET T TR R BTG ELETLE RADIUS Server Settings

Configuration

Enable RADIUS in Web Telnet login NO =
RADIUS Server Address
Web/Telnet =2
Authentication Port 1812
- Shared Key
(Wl'| Log Information
Connection TimeOut 5 second(s)
_H Connection Retry 3

<

3

> [*0 Vancouver: 22:05:09, Sun, 13/01/13 [*I Toronto: 01:05:08, Mon, 14/01/13 ™4 Beigrade: 07:05:09, Mon, 14/01/13 ™ Singapore; 14:05:09, Mon, 14/01/13 & Melboume: 17:05:08, Mon, 14/01/13
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4.2.4 System Time

SageNET-3 uses a "Time Server" (Network Time Protocol NTP) server allows the module to automatically calibrate the SCU time

according to an accurate Internet time source, (see http://www.ntp.org/ for listings of some time servers, and more information about
the NTP protocol). The SageNET-3 module will get an update of the UTC time on boot-up and every 24 hours thereafter, which is

used to update the SCU internal clock.

4.2.4.1 System Time
The settable parameters are:

Time Between Automatic Updates This section is to set an interval for time synchronization.

Time Server

Choose the nearest "Time Server" to your SageNET-3 location. The Administrator can choose from the list of a maximum of 30 Time

Servers.

Time Zone (Relative to GMT) This section is to set a different time zone for different countries.

System Time (yyyy/mm/dd hh:mm:ss)

This section is to set SageNET-3 system time manually. Acceptable format is: yyyy/mm/dd hh:mm:ss

Ele Edit Wiew History Bookmarks Tools Help

< ‘l i Leitheit Pe. .. |EUSB 3.00 .. |EL|nux | Emn... |5tep (Und... |Underquutl. |@]http‘. ..com/ |BThang Le: .. | iwhatis Su. |:: Product List |§Netprubeu. | mMinicsug.. x| >+ T

| €= 192.168.0.237

¢ ‘ @v 3 clases of network addresses /‘ % W

Configuration System Time JRESEN

Time Between Automatic Updates

Time Server

Time Zone {Relative to GMT)

System Time =2

Using Daylight Saving Time

@ Log Information

System Time (wwwimmidd hhemm:ss)

1Hour ¥
time.nist.gov A

GhT =

MO =
EETE @
201201408 014700
& @

4| BT

% [+] Wancouver: 22:05:28, Sun, 13/01/13 [« Toronto: 01:05:28, Mon, 14/01/13 & Belgrade: 07:05:28, Mon, 14/01/13 ™ Singapore: 14:05:28, Mon, 14/01/13 Melbourne: 17:05:28, Mon, 14/01/13 4
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Synchronisation options are shown below

Fle Edit View History Bookmarks Tools Help
ilf,l WehCs. XlTlmeraust |m\lwctnr|a
& 1921680257

" BES MiniCSU
m B & G T

System Time

) ) Time Between Automatic Updates 1Hour =
Configuration

Time Server

FlexibleSoft. | L Precision Ti U absolute Ti

! Hiowy Wind |Ewmdnws ti

[ | ~ Google

isable the |Tur* > + -
| & w

3 Hours
12 Hours
Using Daylight Saving Time 1 Day

10 Days
z 30 Days
System Time

= [ fciusitiov > B Recat |
M| Log Information System Time (yyyimmide hhmmss) ‘ 2013001724 1438 38

= o=
[ ]

Time Zone (Relative to GMT)

¢ [#] Yancouver: 20:37:40, Wed, 23/01/13 [«] Toronto: 23:37:40, Wed, 23/01/13 B4 Eelgrade: 05:37:40, Thu, 24/01/13 ™ Singapore: 12:37:40, Thu, 24/01/13 B

i Melbourne: 15:37:40, Thu,

Time server can be selected from the list.

Fle Edit Wiew History Bookmarks Tools Help
LI W Webls.. x |Time - aust.. |mw\:turia
& @ 192.168.0.237

FlexibleSoft.. | L Precision Ti.. | U Absolute Ti... Hawy Wind... |E’winduws ti.

isable the.. |Tur* > + -
(:||VGnng\e )| f W

m Conflguration > System Tima

System Time

] . Time Between Automatic Updates 1 Hour  *
Configuration

Time Server [time.nist.gov

B

Time Zone (Relative to GMT}

time.windows.com
fitp-g0p.inta i
Using Daylight Saving Time ntg1 Egpmu 07 AL

. ntps1 . pads ufj br
System Time =3 clack uregina.ca

) subitaneous.cpsc.ucalgaryca
M| Log infarmation System Time (yyimimidd hhmm 5g) fick usask.ca

tock usaskea
nitp.metas.ch
swisstime ethz ch :] (:

ntp.cesnetez

ntp0.fau.de

ntp1.fau.de s

ntp2 fau.de

ntp3.fau.de

nitps1-0.e5 u-berlin.de
ntpst-1.cstu-berlin.de

4| potirme? pth de - | »

s« [I#0 Vancouver: 20:38:04, Wed, 23/01/13 [«] Toronto: 23:38:04, Wed, 23/01/13 =& Belgrade: 05:38:04, Thu, 24/01/13 ™ Singapore: 12:35:04, Thu, 24/01/13

Melbourme: 15:38:04, Thy, &

List can be edited by deleting the existing or adding the new device. Click the Edit button to get to the screen below
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Ele Edit ew History Bookmarks Tools Heln

il Wwetcs.. x [E3Time - st | fvictora | Flesblesoft... |+ precson Ti.. |+ Absolute Ti.. | 77 How wind... | [ windows ti.. | {7 Disable the... | 7 Disable the.. [T > + -
‘(- 192.168.0.237 [ | @- Googls y: | ® W

-' MiniCSU
m Configuration > System Time > Add Server

Time Servel

g
:

Configuration

time. nist gov

time windows. cotn
ntp-sop.inriafi

System Time =3 ntpl.cs.mu OZ AT

O e
clockuregina ca

subitaneous. cpsc.ucalgary ca
tock.usask.ca

H ntp metas ch

swisstime. ethz. ch

ntp.shoa.cl

ntp cesnet.cz

nip0.fan de

ntpl.fau. de

ntp2.fau de

ntp3 fau de

ntps1-0.cs.tu-berlin. de

ntps1-1.cs.tu-berlin de

ptbtime 1 pth. de

ptbtime2 pth.de

rustime()1.rus. uni-stutgart. de

chronos.crufr

o o

19000663000000006GaaA0

x [+ Vancouver: 20:38:37, Wed, 23/01/13 [«] Toronto: 23:38:37, Wed, 23/01/13 ™ Belgrade: 05:38:37, Thu, 24/01/13 ™ Singapore: 12:38:37, Thu, 24/01/13 53

elbourne: 15:38:37, Thu, 2

Type the name of the time server of choice. It can also be the IP address of a localised Microsoft Windows Server. Please see the
Microsoft Windows Server on how to configure an authoritative time server in Windows Server.

For example: to configure a timer server at 192.168.0.27, the user should enter this IP address into the field.

Ele Edit Wiew History Bookmarks Tools Heln
< | i webcs.. x| E3Time - aust... | EAvictora | Flesblesoft... | + precson Ti.. |+ Absolute Ti.. | 7 How wind... | Elwindows ti.. | {7 Disable the... | 7 Disable the.. [T > +

& 192.168.0.237 ‘:HE' Googls ,'| ® W
) = o=
o MiniCSU

[19z.188.0.27

g
:

time nist gov
Configuration
time. windows. com
ntp-sop.inria.fr
ntpl.cs.mu OZ AT
ntps 1 pads.ufij.br
System Time 51 cleck.uregina. ca

@ Log Information subitaneous. cpsc.ucalgary ca

tick usask. ca

tock.usask.ca
swisstime. ethz.ch
ntp shea.cl
ntp. cesnet.cz
ntp0.fau. de
ntp1.fau. de
ntp2.fau. de
ntp3.fau de
ntps1-0.cs.tu-berlin. de
ntps1-1.cs.tu-berln de
ptbtime 1 pth.de
ptbtime2 pth.de
rustime01.rus. uni-stuttgart. de
chronoz.cru fr
ntp-p1l.obspm fr
ntp0.cs.mu OF AT
<l |

1200335300000203G0GGaA0

x [+] Vancouver: 20045:17, Wed, 23/01/13 [+0 Toronto: 23:45:17, ved, 23f01/13 ™ Belgrade: 05:45:17, Thu, 24/01/13 ™ Singapore: 12:45:17, Thu, 24/01/13 B Meboune: 15:45:17, Thu, 2
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Then the user should press the Add button and they will the new server added to the list

Fle Edit view History Bookmarks Tools  Help
| pwebcs. x |EdTime - aust. |vicoia | | Disable the.. [Fmd > + -

& @ 1921680237 c @'Guug\e Pl & w
Wi Minicsu
= BE8

T

lobleSaft... |t Predsion T | ¢ absolute T

How Wind. |Ewundaws ti

time. mst. gov

time. windows. com

ntp-sop.inria f
Configuration ntpl.cs.mu OZ AT

ntps1.pads ufijbr

clock uregina ca
subitaneous. cpsc.ucalgary.ca

System Time EI tick usask ca

@ tock usask ca
nip.metas.ch

swigstime. ethz.ch
nip.cesnet.cz

I nip0.fan. de

nipl.fan. de

ntp? Fau de

ntp3 fau. de

ntps1-0.cs.tu-berlin de

ntps1-1.cs.tu-berlin de

pthtime ] pth. de

pthtime2 pth. de

rustime01.rus uni-stuttgart. de

chrenos.cru.fr

nip-p1.obspm fr

nip0.cs.mm. OZ AT

192.168.0.27

1003300000033330003030000

4| |

> [+] Wancouver: 20:45:36, Wed, 23/01/12 [+l Toronto: 23:45:36, Wed, 23/01/13 ™= Belgrade: 05:45:36, Thu, 24/01/12 ™ Singapore: 12:45:36, Thu, 24/01/13 Melbourne: 15:45:36, Thu, ¢

This time server that can be selected

fle Edit Wew Hstory Bookmarks Took  Help
il o Weh(s.., x |T\me - aust ..|m\/\cmria 0w Wind... |E’wmduws .. Disable the.. |T4 > + -

€ @ imisanoy c| @v Gongle Pl A& w

L Absolute Ti.

FlexibleSaft | v Precision Ti...

='... MiniCSU

System Time

= = Time Between Automatic Updates 1Hour ¥
Configuration

Time Server time.nist.oow
subitaneous.cpsc.ucalgaryca &
Time Zone (Relative to GMT) tick.ugask.ca " garyca [}

tockUSasK Ea

Using Daylight Saving

ntp.metas.ch

gwigstime.ethz.ch
System Time 51 fitp.zhoa.cl
. ntp.cesnetcz

(W| Log information System Time tyywyimmidd himm:ss) ntp(Q fau.de
ntp1 fau.de
ntp2.fau.de
fip3 . do [_oon J rocct )
ntps1-1.cs tu-berlin de
ptbtime pth.de
ntbtime2.pth.de
rustime0 rus.uni-stuttgart e

chronos erufr

ntp-p1.obspm.f
ntp0.cs.mu. OZAL

4 |

> [1#] Vancouwer: 20:45:56, Wed, 23/01/13 [*] Toronto: 23:45:58, Wed, 23/01/13 ™ Belgrade: 05:45:56, Thu, 24/01/13 ™= Singapore: 12:45:56, Thu, 24/01/13 & Melbourne: 15:45:56, Thu,
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The user then needs to configure the Time Zone Selection

Atlantic Time (Canada) is Greenwich Mean Time (GMT) - 3:00
Eastern Time (EST) is Greenwich Mean Time (GMT) - 4:00
Central Time (CST) is Greenwich Mean Time (GMT) - 5:00
Mountain Time (MT) is Greenwich Mean Time (GMT) - 6:00
Pacific Time (PST) is Greenwich Mean Time (GMT) - 7:00
Alaska Time (AKST) is Greenwich Mean Time (GMT) - 8:00
Hawaii Time(HST) is Greenwich Mean Time (GMT) - 10:00

Bo Bt Yew Hgoy gookmads ook bep
& [webes o [E3rme cat. [EBvictos | Fesbosote |+ precsion T | ) Avokte Tl | | How wind | Edwindows ., || |Destiothe.. | [ icestle e, [HT > + -
£ @ 1521500207 e||H-

Hl A e

B ."" AP
] ] MiniCSU

- Using Dardight S Tinne
Systemn Time =3
r—j Laginfermaiion Systoiis Thnes {apfrnnddd hhmen s

® [ Vancouver: 20:39:01, Wed, 23/01/13 [0 Toronta: 23:39:01, Wed, 23/01/13 ™ Delyrada: 05:30:01, Thi, 24/00/13 ™ Sngapore: 133901, Th, 24/01/13 53 Mebourne: 15:279:01, Th, =

And whether Day light correction can be applied or not

Dt th, | [ Cutde . | >+ -
- P

Systaim Tine =3

“| | »

= i+l Vancouen: 20:39:12, Wed, 2N01/13 [+ Toronto: 200:12, Wed, 23/01/13 ™ Delgrace: 05:39:12, Thu, 24/01/13 ™ Sngipons: 12:39:12, Thu, 24/01/13 &8 Mebourre: 19:39:12, Thu, =

System time can also be entered manually with prescribed format. All the changes will be activated by pressing the Apply button. The
synchronisation with the time server can be forced with Adjust Now >> button.
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4.2.4.2 Restart

The settable parameters are:

Auto Restart System for Every (0: Disable) Auto Restart System for Every n Minute(s) / Hour(s). Use this setting to auto restart the
system at a predetermined interval. The default value is set to “0” (disabled). Enter between, 1 to 9999 Minute (i.e., between 1 minute
or 166.65 hour) or 1 to 9999 Hour (1 hour to 416.6 days).

Manual Restart System After 30 Seconds Use this feature to manually restart the system SageNET-3 restart in about 30 seconds.

[ rawcsinoay e Moslavirions =loi=
Be [t wew Hgtoy Bookmaks Took  Heb
< | miLeerpe. [Pusaan: . | B En |Msten w8 | Enttte,.comy | (3 MhanaLe: . || iwhatissu_ || iprouct List | 4 Metprobeti. | o Mewcsl % [0+ =

£ & 192.160.0.207 | |B)- Jdues of retwork addessss 5| W W

='...' MiniCSU

Configuration System Time TS

Rutti Rt Systen for Evedy (0 Disabie) 1 e =
Systam Tlme =7 Wil e st Systen Ao 30 Seconds
Log Information
il -

= =l Vancouwes: 220538, Sun, 1301113 [-1 Toronto: 03:05:33, Mon, 14/00/13 T8 Beigrace: 070538, Mon, 14/00/13 ™= Srgepone: 140%5:38, Mon, 19/01/13 G Mebourng: 170538, Mon, 14/01/23

4.3 LOG INFORMATION

Information fields are:

Date/Time This is a record of the Date ( yyyy/mm/dd ) and Time ( hh:mm:ss ) that the event occurred.
Description

This is a description of the event.
loix]

Fle Edt Wew Hgtory Bookmarks Took Help
< |ietetpe.. |EuBz0:.. B em. | Mstep (und.. |Munderauot.. | &) http:...com | ) Thang Le: .. |7 what s Su... | T IProduct List | 2 Netprobeli. | o mincsu(. x [ > + -
€ @ 192.168.0.237 & |[B- 3 clases of retwork addresses 0| & W

[lwrormason ]| toa womaton » ven og
Configuration EventLog

M| Log information DatefTime Event

EventLog &5 2013/01/08 00:30:21 Server addres fime.nist gov can not e resoled
_ 2013/01/08 002201 Server andress ime.nist gov can not he resolver
20121214 123830 Server address lime.nist gy can not be resolved

201212014 115104 Server address time.nist uov can not b resobved

2012112014 08:48:32 Server addres fime.nist gov can not e resoled

201211213 081100 Server address ime.nist gov can notbe resolved

20121212 054147 Server address lime.nist gy can not be resolved

201211209 1003:44 Server address lime.nist uov can not be resobved

2012112009 0957:45 Server address lime.nist gav can not he resolved

2012112/08 09:40:05 Server address ime.nist gov can notbe resolved

20121 2/09 08:40:43 Server address lime.nist uoy can not be resolved

2012112108 05:56:48 Server address lime.nist uov can not be resobved

«| [ >

> [+] Vancouver: 22:06:08, Sun, 13/01/13 [+] Toronto: OL:0S:08, Mon, 14/01/13 &8 Belgrade: 07:06:08, Mon, 14/11/13 ™= Sngapore: 14:06:08, Mon, 14/01/13 53 Melbourne: 17:06:08, Mon, 14/01/13 |
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Logs can be saved by pressing the Save button. That opens the dialog box with options so deal with the eventlog.csv file

Opening eventlog.csy ﬂ

You have chosen to open:

=] eventlog.csv

which is a: Microsoft Office Excel Comma Separated Yalues File
from: http:f192,168.0,237

—What should Firefox do with this file?

& {0pen with: IMin:rn:nsn:nft Office Excel (default) j

{~ Save Fila

[T Do this automatically fior files ke this fom now o,

Ok I Cancel

Clear button will clear the log

€ |43 Track my it | o wobcs . = |E3Teme - st | @victona Ll + Precton T |+ Absokite T || [How wind. | Elwindows o | |Dsable the. || D >+ -

€ @ 1921660237 - ||E P

| connguration

T T

EventLog =3

| »

= L=l Vancoue: 21:13:16, Wied, 2H01/13 [-1 Toromto: 001316, Th, 24/01/13 ™ Delgrace: 06:13:16, Thu, 24/01/13 ™ Sngpons: 13:13:16, Thu, 24/01/13 81 Mebourns: 16:1316, Thu,

4.4 HELP

4.4.1 Search SageNET-3
This will show all the detectable SageNET-3 on the network
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NF\'E Edit View Favorites Tools Help

+ | 0 Search - |- Bl Share | More» Signln 9 -
|

MiniCSU

Help > Search NetAgent

Configuration

Log Information

Device MAC Address Hardware Firmware IP Address

382709217 00:03:EA:00:00:08 D620 169-8671-00 192.168.0.118

4.4.2 Serial Port Debug
Help - > Serial Port Debug

Default format will be ASCII. Depending on the JAVA version installed on the PC after clicking on the Help - > Serial Port Debug,

the JAV A authentication dialog box will appear and user will be required to enter the SageNET-3 username and password as per Web
[ Telnet.

FEle Edit Wew History Bookmarks Tools Help
ﬂ (# wiebcs.. x ITlme - aust, ..]m\ﬂcturla ], FlesibleSoft ] ‘U Precision Ti. ] v ahsolute Ti.. ] 7 Howe Wind... ]wmduws ti... ], Disable the... ], Disable the... TL‘ > + -
£ B &mianey < ‘ v apoint exe provess ,| f® W

[ [ ]

.=I [ ] M' 'CSU
smEm '

Send Content
Sent Information
(Wl!| Log Information
Click her
Serial Port Debug 57
Received Information

Click her

4|

x [+ vancouwer: 21:32:21, wed, 23/01§13 [+l Toronto: 00:22:31, Thu, 24/01/13 ¥= Belgrade: 06:32:21, Thu, 24j01/13 ™ Singapore: 13:32:31, Thu, 24/01/12 Melbourne: 16:32:31, Thu,
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After clicking on the window

and typing the password

Authentication Required 3

Enter login details ko access c0a8001b:7. 19280379 on
M9z, 168.0.237;

User name: ||

Password: I

I Save this password in yaur passward list

[ |

Cancel

Authentication scheme: Basic

Authentication Required

Enter login details ko access c0ag00lb: 7, 19250372 on
J192, 168.0,.237:

User name: Ius ar

Password: I****

[~ Sawve this password in your password lisk

o]

Zancel

Authentication scheme: Basic

PM990-4036-00, Rev 5
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the content will appear

File Edit Aiew History Bookmarks Tools  Help
il Webrs... xlTlme—aust.lm\/\ctDr\a ] Disable the... Tq > + -

€& B & 192168.0.2%7 c ‘ ‘E]v apoint exe provess ,| ® W

Disable the.

levibleSoft. l U Precision Ti... l U Absolute Ti. ~ How Wind.. ]Ewmduws ti.

=.... MiniCSU

Help > Serial Port Debug

Debug Information

] ) @ ascl © Hexadecimal
Configuration

Send Content

[ sena
Sent Information

PM 04:34:04; 16 33 05 AA 00000007 AB AB 00 00 0000 50 a

PM 04:34:07. 16 33 06 A4 00000007 AEAE Q0000000 B3

@ PM 04:34:07: 1633 08 AA 00000007 B3 B3 00 00 00 00 BD

PM 04:34:07. 16 33 09 A4 00000007 B4 B4 00 00 00 00 BF

PM 04:34:10: 163311 A4 00000007 B5B5 0000 0000 71

PM 04:34:12: 163313 AA00000007 BEBB 0000000070

_ 1633 14 AR 00000007 64 64 0000 00 00 CF

1633 15AA 00000007 64 64 0000 00 00 CF

1633 16AA00000007 6565000000 0001

163317 AA00000007 7777000000 00F5

16 3319400000007 7878000000 00F7

16 33 20 AA 00 00 00 07 B3 B3 00 00 00 00 6D
P 04:34:200 1633 21 AA 00000007 AZA3 01010101 51 -

Received Information

Serial Port Debug EJ

U plugin.

<| |

x [+] Vancouver: 21:34:21, Wed, 23/01/13 [+] Toronto: 00:34:21, Thu, 24/01/13 ™= Belgrade: 06:34:21, Thu, 24/01/12 ™9 Sihgapore: 13:34:21, Thu, 24/01/12 Melbourne: 16:34:21, Thu,

If there is no password set then just the user permission to run the Java application will be requested.
ozilla Firefox I =]

Fil= Edit Wiew History Bookmarks Tools  Help

< ti . 'SS;ChlnEse (M. l“: MNIST Inter. ImTup 5 Free. ]ﬂBest Free S ] % Fires, warni...
€ @ 1921680254 <] | @- Google pe | W

N Being A.. ]F-DN Pointer arra... ]F-DN Pointer arra... ] o welcome t. I I MiniCSU,.L x ‘ > + -

Do you want to run this application ?

¥ ' An application from the location below is requesting
o permission to run.

Location: http:/1192.168.0.254/com_debug.htm

Click Cancel to stop this app or Run to allow it to continue

ﬁ [_] Do nat show this again for this app

Serial Port Debug 53

Received nformation

< | v

2 [i*] Wancouver: 140, Thu, 14/02/13 [*] Toronto: 20:42:40, Thu, 14/02f13 ©& Belgrade: 02:42:40, Fri, 15/02/13 ™= Singapore: 09:

PM990-4036-00, Rev 5 4-24



SageNET-3 User Manual Web Interface

Live traffic on device serial port will be visible.

CSU{My Office) - Mozilla =100 x|

Ele Edit view History Bookmatks TIools  Help
< | iiLetetpe.. |Eusezn: . |E L Em MinCSUC. % | > +
- 3 clases of network addresses ;

Step (nd... | Elunderuot.. | @ hittp:...comy | 5) Thang Le: . | £ what 5 5u

| Product List | % NetProbeli

€ 192.168.0.237 c

- ..". MiniCSU

Help > Serial Port Debug

e Debug Information
(W] Log Information @ ascl € Hexadecimal

=
Sent Information

Serial Port Debug &7

P 050722 01 49 05 AA 00 00 00 07 64 64 00 00 00 00 GF ;I
P 05:07:26: 01 48 06 AA 0000 00 07 64 64 00 00 0000 CF
PM 05.07:25: 01 49 07 AA00 00 00 07 65 6500 00 00 00 D1
P 05:07:27: 01 45 08 AADOD 00 0007 77 77 00 00 0000 F&
P 05:07:30: 01 49 10AA0000 0007 787800000000 F7
P 05.07:300 01 4911 AAQ0 000007 B3B3 0000000060
PM 05:07:300 01 4812 AA0000 00 07 A3 A3 01 01 01 01 51
P 05:07:32: 01 4913 AA 0000 00 07 A& AA 0000 0000 58
P 050732 01 4914 AAQ0 00 00 07 AB AB 00000000 5D
M 05:07:35: 01 4516 A4 0000 00 07 AE AE 0000 00 00 63
P 05:07:37: 01 4917 AA0000 00 07 B4 B84 0000 0000 6F
P 05.07:40; 01 49 20 AA00 000007 BSB5 0000000071
P 05:07:40: 01 48 22 AA 0000 00 07 BEBA 00 00 00 00 70 hd

Received Information

PM 05:07:35: 01 4906 AA3C 0021020500 000000000000 0000000000 00F000F000CC 523401 0000000000 D(;I
P 05.07:35. 01 4907 AA3D 0004 01 G800 2602 C2 01 0A0037 002800 3A02EA01 030001 00640001 000000000
P 05:07:36 01 430344400003 000004800310 0808160004 800118080A1500048001 180B0A15FDFDFD|
PM 05:07:35: 01 4910AA 410003 00 00 0000 000000 0000000000000000000000000041 000300000000 0000
P 05:07:35 01 4911 AAS1 00 21 02 0500 00 0000000031 GO B4 700000 B3 0001 A3

P 05:07:36: 01 491244480001 0014 11 FAODB4 000A000A0000000000000000000000C401C401C201C30
P 05.07:35. 01 4914 AAJE 000000 00000000000000000000000000000000000000000000ES03ERD3ERD:
P 05:07:35 01 4315 A4 4F 000000000000 00ESO3EB03ERO3EBO3EBN3ERN3ES 03 ERO3ER O3 EB NI ERNIERL
P 05:07:35 014917 AA500003 00 FOFDFOFOFDFDFDFOFOFDFODFOFDFDOFDFOFOFDFDFOFDFDFDFODFD
P 050738 01 4911 AA510021020500000000000031 GO G4 70000063 0001A9

P 05:07:40: 01 4914 AA4E 00 000000 00 000000 00000000 00000000 00000000 0000000000ES03E803ER0Z
P 05:07:40: 01 4915AA4F 000000000000 00ES O3EBO3ERN3EBO3EBN3EGO3ES O3 ERO3ERN3EBN3IEGN3ER (¥

X

< |

x [*0 Wancouwer: 22:07:43, Sun, 13/01/13 [*] Toronto: 01:07:43, Mon, 14/01/13 © Belgrade: 07:07:43, Mon, 14/01/13 ™ Singapore: 14:07:43, Mon, 14/01/13 &8 Melboune: 17:07:43, Mon, 14/01/13

Pressing clear will re-start the screen content.

Test LAD) - Monlla Hirefas =101 x|
Ble Gdt Vew Mooy fockmals Took e

| Wwenrs. « [E3mme- ot | Bvictons | Pesigoft.. | - Brecson T |+ Absohute T || 1How Wind | Elwrdows b || iDisbie the || iosak e, [MTu > + -
L BUFRTET o | B - spont s provess Pl S

M ug MinicsU
D | —

F RSO Hexadecimal

Sl Condard [

Configuration
Sent inlormaton

T8 34 12 AA 00 00 00 0F 55 65 00 00 00 00 D
16 24 1A 00 00 00 07 77 77 00 00 00 00 F5
16 3415 44 00 00 00 07 78 78 00 00 60 00 F 7
y [PM 043514 16 M 16AA00 0000 07T AJAZDI D1 1 D1 1
C:l Log infarmation
Serlal Part Debug =2 I
Recetved Information
PM 043515 16 34 10.AA 51 00 21 0205 00 00 00 00 00 00 31 CO B4 70 00 00 BI 0001 A3
[PM 043515 18 34 11 AA3C 00 21 02105 0000 00 00 00 00 00 00 00 00 00 0D 00 FO 00 FO 00 CC 52 3401 00000 0
LY S | =
| | xfon

[+l Vancouver: 21

165, Wed, 23j01/13 i +] Toronto: DOC3S:16, Thu, 24/01/13 © Beigrade: 06:35:16, Thu, 24/00/13 ™= Sngapere: 13:35:16, Thu, 24/01/13 &R Mebourna: 16:35:16, Thu,
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4.4.3 About

4.4.3.1 About

Help - > About will show the Firmware and Hardware version and the Serial number

) Minat S~y Diice) - Mozilla Firefou =imlx

Be Edt Vew Hgoy Gockmaks Took el
¢ [mitsterps |30 Bl |om. |Esten wnd. | | Ehttp:, comi [ D) Thang e . | whatissu. | jproduct st | 5 MatProbell, | s Mecsug. x| 3+ -
& g o - R]-Bdasesorne:wl:messes. Fl R B

gm MiniCSU

nformation

Gonfiguration TINE Sovefesiore Setfings | Flrmware Update Settings I

Log Infermation Fanwa o Vorslon

_ R

Sevial Hunbes

4| | ¥

* [+ Vancouer: 22:06.04; Sun, 13/00/13 |+ Toronto: OL0:04, Mon, 14/01/13 7 Balyrade: 07:05.04, Mon, 14/01/13 ™= Sngapare: 14.08:04, Mon, 14/01/13 ER Meboume: 17:08:04, Mon, 14/01/13 F

4.4.3.2 Save / Restore Settings

The user should click the Save button to save the configuration in their PC. The text file will have a default format of
YYYY_MMDD_####.cfg. Administrator permissions are required.

Use Restore button function to restore a *.cfg configuration that has been saved earlier. The user should click the Browse... button to
the location of the file and click the Restore button.
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—io x|

1) MiniCSU(My Office) - Mozilla Firefox
Ele Edit Mew Hstory Bookmarks Inools Help

{wehat s Su.. | [ Product List | 5 NetProbeLi., | o Miricsu. < | >+ =
| B - 3 clases of network adcresses 0| @\

Help > About
About [CENCPRINEEINNVEN Firmware Update Settings

sz ]
| Rocors |
[ reser |

< | MiiLefhet pe.. | Euse 30 .. | Eunux | Em.. |E8sten (und.. |Eunderguati.. | & htt:...comy [ (E) Thana Le: .
€ @

192,162.0.237

Configuration

Log Information

()

Save current configur ation

Erowse.

Restore previous configuration

Reset to factory default

About &3
Mega System Technologies, Inc.
Tel: +886-2-87922060 Fax: +886-2-87922066
E-mail:netagent@megatec. com.tw

hittp: £ megatec. corm. tw

b

< |

¢ [l vancouwer: 22108:15, Sun, 13/01/13 [+0 Toronto: 01:08:15, Mon, 14/01/13 ™= Belgrade: 07:08:15, Mon, 14/01/13 ™ Singapore: 14:08:15, Mon, 14/01/13

Melbourne: 17:08:15, Mon, 14/01/13

Save button dialog

Opening 2013_0124_1646.clg

You have chosen to open:
] 2013_0124_1646.cfg

which is 8 Text Document
from: http:ff192.168.0.237

~What shiould Firefox do with this file?

 Open with |Nn:utepad (default)
+ iSave File

[~ Do this automatically for files like this from nowe on.

Canicel

o |
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Content of the saved configuration appears as follows

Browse...

File Edit Yew Mode Options Help

=10l x|

B =25 €= DkE Cle ] +=[1] &S]

O ICAMYiew, 37

o rf_sensorf.1

o user_fps?a.2l

< autnconnect_time B0

¢ szDateOftanufacture,
< nUPSMNumBatten.2

o rf_sensorf,1

o user_fpsh.21

< nchecktimeevern bl

< choose_aA0.255

o f_sensor1

o chonse_aAl1.26R

o LUFSETypel

< choose_AZ,255

o UpstaxTempAlam.700
o dwb_des.Doordvindow sensor #6
< chonse_aA3,255

o contr_passwd1,

o fip_sers_ip,

o chonse_A4, 266

o sched_2_off_1,

< contr_passwd?,

< sensitA B0

o fipfilename_irdimage_
o chonse_aAK 25R

o confr_passwd3,

2 sensitB.B0

< fipfilename_irB.image_
< Exposured_value 32

<o DOMNS_loginiName,

o choose_AR.255

o confr_passwdd,

< choose_aA7.260

o confr_passwdd,

< chonse_aAB.255

o contr_passwdb,

o choose_A9,255 sk
o cantr passwi?, -
| 12km | 24j01j2m3 16:48:32 ANSI (wWindows) 29 of 200 in Folder [ <

button dialog

File Upload

Loak in: I

@ Desktop

2]

OG22 E

)My Documents

4§ My Computer

. My MNebwork Places
(38 £EC Config Toal

Rk Basic4android

) Belarc Advisar

i calibre - E-book management:
p CiC C2000

S CCleaner

',':_,, CDBurner <P

E@ Enterprise Architect

¥ ImgBurn
o Irfanview
¥ Malwarebytes Anti-Malware
Bef Pt MET

2 Process Hacker 2

ﬁﬁRun Protocol Test Harness
ESamsung Kies

&8 Smart Defrag 2
éESDIidWDrks eDrawings 2010
ﬁSpeccy

(8 Uity aEdit

E.E WLC media player

28153 SMR. Canfig

S 18R _aRm

S 18R _MsP430

B MCSU4 Test

& Melhourne Weather
MOSTrainer

ﬂMoziIIa Firefox

S| Mekility
old_chrome
REGISTER
Remate Deskkop
Revo Uninstaller
Sales Wikd

Search Evervthing
Unbrowse SMMP
Wadirir_Woroncoy
webCsU Config
Wenlin 4
WnCSL-2-EM
WinCSUDEbUg

1]
File name: ||
Files of type: I.t’-‘n.ll Filez

= Do
=

Cancel

I

Select the file of choice to restore the combination.

4.4.3.3 Firmware Update Settings
It is not recommended that this page be used. Please contact UNIPOWER Customer Support if the firmware needs to be updated.
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5. SNMP

5.1 SNMP MIB STRUCTURE
The SNMP MIB has a tree structure to group and describe the variables available to the user.

-] MIB Tree
-2 coitt (0]
=2 s [1]
E||:| arg (1.3
=] dod [1.3E)
=[] intemnet [1.2.6.1)

i directom [1.3.6.1.7]
- mamt [1.3.6.1.2)
-] experimental [1.261.3)
=12 private [1.3.6.1.4)
El[:| enterprizes [1.3.6.1.4.1]
E|[_1 Location [1.3.61.41.13169]
=-(] Location MIE [1.3.6.1.4.1.13169.1)
E||:| 2ageMETMIB [1.3.61.41.13169.1.2)
|:| paldent [1.3.6.1.4.1.13163.1.2.1]
; -7 cauStatuz [1.36.1.41.13169.1.2.2)
<[] ceuTest [1.3.6.1.4.1.13169.1.2.3)
-7 ceuSpsConfig [1.3.6.1.4.1.13169.1.2.4)
-7 ceuParam [1.3.6.1.4.1.13169.1.2.5)
-] esutlarmlog [1.3.6.1.41.13165.1.2.6)
<[ smiStatus [1.3.6.1.4.1.13169.1.2.7)
[ smrParam [1.3.6.1.4.1.13169.1.2.8)
-] celvolkages [1.3.6.1.4.1.13165.1.2.9]
-7 sitebonitorStatus (1.3.6.1.4.1.13169.1.2.10)
-7 sitebonitorParam (1.3.6.1.4.1.13169.1.2.11)
i eauTraps [1.3.6.1.4.1.13169.1.212)
|:| relesse [1.3.6.1.4.1.131691.2.13)

----- (2 secuity [1.3.6.1.5]
E]"'D shmpy'2 [1.3.6.1.6)
=g SHMPT Traps

There are 13 overall sections to the SageNET-3 MIB.

For more information on each of the variables listed below, you can consult the description field in the MIB. This can generally be
accessed from the NMS properties page for each leaf and branch in the tree.

5.1.1 psldent

The psldent section contains all the system identification fields. These are all the fields that pertain to the asset management of the
SageNET-3 module. The administrator using the configuration tool assigns these values.

5.1.2 csuStatus

The csuStatus section contains the current status of the controller, and overall system. These fields are information about the system
voltage, the total load current, and information about the incoming mains power.

It also contains a table, describing the status of the batteries. This table will always contain four rows, but the validity of the rows is
dependant on the csNumBats variable, as this tells us how many batteries there are.

The table contains the following information:
e  Battery number
e Battery current
e The estimated battery charge remaining

e The estimated battery time remaining (NOTE: This only provides a crude indication of battery time remaining and its
reliability is heavily reliant on the data the user provides. The Battery Rating and the Estimation Battery Time Remaining
Factor are key pieces of information that the user provides).
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NOTE: The table always contains 4 rows; the relevancy of the data is dependant upon the number of batteries in the system.

5.1.3 csuTest

The csuTest section holds the information about the last battery discharge test. It holds information about the time and date, length,
and result of the battery discharge test.

This section also contains a table that holds the estimated battery charge remaining after the completion of the battery discharge test.

5.1.4 csuSysConfig

The csuSysConfig holds the information about the configuration of the controller, which includes the options the controller has been
configured with. This is presented as a table, which lists all configuration settings as SNMP abjects in the range from
scSysConfigSiteMonitor to scSysConfigTemperatureUnitFahrenheit.

5.1.5 csuParam

csuParam holds all the information about the controller parameters. All values are read only, and include such parameters as, number
of rectifiers, number of batteries, AC voltage high and low alarms settings.

5.1.6 csuAlarmLog
The csuAlarmLog section holds the information of all currently active controller alarms.

1. The first readable variable is alLogSize, which contains the number of active alarms.

2. Secondly there is a table csuAlarmLogTable of each active alarm. For active alarm there is an entry containing:
e The log index;
e The alarm code;
e The descriptions as SNMP objects in the range from alAlarmEEPROMPFail to alAlarmLogAlarm20Bit7; and

e  The time the alarm was set in hundredths of a second relative to the system up time. NOTE: This is not the NTP
synchronised time.

e The SCU Relay assignment. SCU alarms can be assigned as triggers for one of the 5 output relays. If the alarm has been
assigned to more than one relay, then the first assignment is reported.

3. Thirdly there is a table csuAlarmLogTable containing a list of SCU Alarm Status entries. The table contains an entry for
each alarm type and returns its status.. For active alarm the is an entry containing:

e The SCU Alarm code.
e The Alarm Status. This is either Inactive = 1 or Active = 2.

4. Fourthly there is an entry for the seconds of SCU clock. This can be used as “an alive” indication for the SCU and SageNET-
3.

5. Finally there is an entry for each of the 20 alarm bytes of the SCU. Each entry has a value between 0 to 254 representing
SCU alarm status bits 0 to 7.

5.1.7 smrStatus

smrStatus contains information about the status of all the rectifiers in the power system. It contains the information for each rectifier,
and the overall alarm log for the rectifiers. Both of these are presented in tables. Each line of the table for the status information
includes:

e Rectifier index;

e Rectifier number for the entry;

e Rectifier current being used;

o Rectifier float voltage;

e Rectifier heat sink temperature; and

e Number of alarms active in the rectifier.

The alarm log table has 3 fields:
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e The Alarm log index for the table;

e The Rectifier number that each alarm corresponds to; and

e The Rectifier alarm descriptions as SNMP objects in the range from ssAlarmOutputVoltHigh to

ssAlarmRectifierloutHighResFlag.

5.1.8 smrParam

smrParam contains information about the parameters of the RTP rectifiers connected to the system.

5.1.9 cellVoltages

The cellVoltages section contains all the battery information and is reported via variables and a table. The overall system information,

such as Cell Voltage High alarm, and configuration information is provided in this section.

Actual cell voltage information for each cell in the system is reported as a table including:

e The block index;
e  The battery number;
e  The block number; and

e The cell voltage.

5.1.10 siteMonitorStatus

siteMonitorStatus covers all the site monitor status information for the power system. It reports back:

e Site Monitor analog channels current status table size;
e Atable that contains:

o Site Monitor analog channel number;

o Site Monitor analog channel current value;
e Site Monitor digital channels current values table size;
e Atable that contains:

o Site Monitor digital channel number;

o Site Monitor digital channel current value;
e  The status of Site Monitor Output Relay control 1 to 4;
e  The Site Monitor Alarm Log Size;
e Atable for the Site Monitor Alarm Log containing:

o Site Monitor alarm index;

o Site Monitor alarm code;

e Site Monitor alarm description as SNMP objects in the range from smsSMAlarmAnalogChanl to

smsSMAIlarmDigitChan12.

5.1.11 siteMonitorParam

The siteMonitorParam branch contains the set-up and configuration information for the site monitor peripherals. It includes the

following information:

e  Site Monitor Enabled;

e  Site Monitor Analog Parameters Size;

e Atable to describe the site monitor analog parameters, containing:
o Site Monitor analog channel number;

o Site Monitor analog channel alarm enable;
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Site Monitor analog channel full scale rating;
Site Monitor analog channel upper alarm threshold;
Site Monitor analog channel lower alarm threshold;

Site Monitor user description label for this analog channel;

O O O O o

Site Monitor unit label for this analog channel;
o Site Monitor output relay control 1 to 4 for this analog channel;
e Site Monitor digital channel parameter values table size;
o Atable of the Site Monitor digital channel parameters, containing:
o Site Monitor digital channel number;
Site Monitor digital channel alarm enable;
Site Monitor user description label for this digital channel;

Site Monitor normal state for this digital channel;

©O O O O

Site Monitor output relay control 1 to 4 set-up for this digital channel.

5.1.12 csuTraps

SageNET-3 implements 6 traps, which notify a NMS of alarms in the power system. An explanation of each of these traps is detailed
below.

El@ MIB Tree
- - coitt [0)

=
El@ SMMPv1 Traps
[=-flaa} Location

El@] SAGEMET-SMMP-MIB
----- & cauTrapOnBattery 1)
----- & cauTrapOnBDTCompleted [2]
----- A cauTrapdlarmlogEntrmddded (3]
----- A csuTrapdlarmbogE ntryR emoved [4)
----- A cauTrapCSUParameterChange (5)
----- & cauTrapCSUOHne (5]
----- A cauTrapEstdlmlogE ntrddded [7)
----- A csuTrapEstalmlogE ntrvRemoved [3)
----- & cauTrapDailyCallup [9)
----- A cauTrapEmergencyCallup (10)
----- & cauTrapCelCallup [11)

NOTE: SageNET-3 implements SNMPV1 traps.

5.1.12.1 csuTrapOnBattery

This trap is a notification that the system is operating on battery power. This trap is persistent and is resent at one minute intervals
until either the batteries are discharged or the system is no longer running on battery. It reports the number of batteries present in the
system (up to 4) and the charge remaining for all 4 possible batteries. The charge remaining for non-existent batteries should be
ignored.

5.1.12.2 csuTrapOnBDTCompleted

This trap is a notification that a Battery Discharge Test has been completed. It reports the test results as an integer (see
ctLastDischargeTestResult variable):

1: IdtFailed(1)

2: ldtPassed(2)

3: IdtNotAvailable(3)
4: |dtLowLoad(4)
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5: ldtRectifierOverload(5)
6: IdtNoControl(6)

7: ldtUserTerminated(7)

8: IdtACLost(8)

9: IdtCellVoltageLow(9)
10: IdtBatteryCTFailed(10)
11: IdtUnknown(11)

5.1.12.3 csuTrapAlarmLogEntryAdded and csuTrapExtAlmLogEntryAdded

This trap is a notification that an alarm has been inserted into the alarm table (see csuAlarmLog variable). It reports the alarm code
and description as an SNMP object in the range from alAlarmEEPROMPFail to alAlarmLogAlarm20Bit7. Only the alarms selected by
the user using the configuration tool are reported. csuTrapExtAlmLogEntryAdded provides addition information about the relay
assigned to the alarm.

5.1.12.4 csuTrapAlarmLogEntryRemoved and csuTrapExtAlmLogEntryRemoved

This trap is a notification that an alarm has been removed from the alarm table (see csuAlarmLog variable). It reports the alarm code
and description as an SNMP object in the range from alAlarmEEPROMFail to alAlarmLogAlarm20Bit7.
csuTrapExtAlmLogEntryRemoved provides addition information about the relay assigned to the alarm.

5.1.12.5 csuTrapCSUParameterChange

This trap is a notification that a SCUparameter has been changed from the front panel. It reports 2 variables that are currently not used
cpCSUParameterUserName and cpCSUParameterChangedDesc.

5.1.12.6 csuTrapCSUOffline

This trap is a notification that the SNMP interface has lost contact with the SCU (power system monitoring unit). This trap is
persistent and is resent at one-minute intervals until communications have been restored.

5.1.12.7 csuTrapDailyCallup
This trap is a notification that the SCU (power system monitoring unit) has sent out a daily callup which has not been acknowledged.

5.1.12.8 csuTrapEmergencyCallup

This trap is a notification that the SCU (power system monitoring unit) has sent out an emergency callup which has not been
acknowledged."

5.1.12.9 csuTrapCellCallup
This trap is a notification that the SCU (power system monitoring unit) has sent out a cell callup which has not been acknowledged."

5.1.13 release

The release branch contains all the current release information of the SNMP MIB tree. It contains contact information and version
information of the MIB.
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6. SAGEVIEW CONNECTIVITY

SageNET-3 now allows you to connect 2 copies of SageView to each Sageon Control Unit (SCU). The ports that SageView connects
to are configurable via the SageNET-3 configuration tool’s connection options (see Connection Setup). The default settings for the
SageView TCP connection ports are 10001 and 10002. This requires that any firewalls between the SageNET-3 module and the
SageView program must have these ports open for use. Please see your network administrator with any problems.

SapeView Lopmed in as; Administrator - [SCU Systom View]

Setup Connections [Z‘

Connection I Setial Porti Modem TCPNPI

~Home P Addre:

[ 192 . 188 . 10 . 120

- Remote Port

10om (Drefault 10001)

- Sagehet

[¥ Bagetletensbled

Firm

TOPTP 1o BR. 168, 10, 120: 00001
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7. TELNET AND SSH
SageNET-3 provides Telnet and SSH capability to setup the basic network parameters of the unit.

The user can access the Telnet system by typing telnet <ip-address-of-unit> at a Windows DOS command prompt or using any
terminal program like PUTTY. The SSH system can also be access using a terminal program like PUTTY.

telnet <ip-address-of-unit> (for example: C:\>telnet 192.168.0.254)
The user will be then be presented with the following screen:
<<<<< SageNET-3 Setup Program >>>>>

Rectifier Technologies Pacific

Copyright(c) 2012. All Rights Reserved.

<L >>5>>>

Press any key to continue .......
After pressing any key the user will be asked for their user name.
User Name:
If the user name and password are not set already pressing the Enter Key will bring
User Name:
Password:

Pressing the Enter Key again will bring the Main Menu. If the User Name and Password are set already then only typing the exact text
will allow the access to the Main Manu

<< Main Menu >>>>>
<L >>>>>
1. Set IP Address.

2. Set Web and Telnet User Account.

3. Reset Configuration to Default.
4. Save & Reboot.
0. Exit Without Saving.

Select =>

7.1 SET IP ADDRESS
Entering the corresponding number will bring the associated Menu, for example typing the numberl

Select => 1

will bring the Set IP Address menu

<<<<< Set IP Address >>>>>

<L >>>>>
IP Address. (192.168.0.254)
Gateway Address. (192.168.0.1)
Subnet Mask. (255.255.255.0)

1.
2.
3.
4. Obtain an IP address automatically. (By manual)
5. Primary DNS Server IP. (192.168.0.3)

6. Secondary DNS Server IP. (?)

0. Return to Main Menu.

Select =>
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Entering the corresponding number will bring the associated setup menu or return to the main one.

The values in brackets are showing the current state.

7.1.1 IP Address

The IP address must be set to a unique value in the user’s network. See Appendix - Network Setup for more information about IP
Addressing.

Note: The SageNET-3 module cannot connect to the network if the assigned IP address is already in use by another device.

7.1.2 Gateway Address

The gateway address, or router, allows communication to other LAN segments. The gateway address should be the IP address of the
router connected to the same LAN segment as the SageNET-3 module.

Note: The gateway address must be within the local network. If you select 2 and enter the Gateway Address Menu you have to type the
value. If the user just presses enter, the field will become empty as in Set IP Address menu.

7.1.3 Subnet Mask
A netmask defines the number of bits taken from the IP address that are assigned for the host section.

Note: Class A: 24 bits; Class B: 16 bits; Class C: 8 bits. If you select 3 and enter the Subnet Mask Menu you have to type
the value. If the user just presses enter the field will become empty as in Set IP Address menu.

7.1.4 Obtain and IP address automatically
Entering this menu will give you following options:

Select =>4
Obtain an IP address automatically. (0:By manual 1:Using DHCP)

Selecting the number 1 will enable DHCP ( Dynamic Host Configuration Protocol). That means after rebooting the device will
possibly obtain a different address than the one the user has already, especially if it is set manually.

The user will have to use the Netility utility to find the new one in the case of DHCP.

Selecting the number 0 will enable the user to set the IP address of the device manually.

7.1.5 Primary DNS server IP
Similar to setting the IP address

7.1.6 Secondary DNS server IP
Similar to setting the IP address

7.2 SET WEB AND TELNET USER ACCOUNT
Entering the number 2 at Main Menu

Select => 2
will bring the Web and Telnet User Account menu
Web and Telnet User Account:
User Name Password Access Rights 1P Address

1) No Access
2) No Access
3) No Access
4) No Access
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5) No Access

6) No Access

7 No Access

8) No Access
<< User Account >>>>>
<L >>>>>
1. Add.

2. Delete.

0. Return to Main Menu.
Select =>
To add the user, type the number 1 and press Enter. Put the name and password.

Web and Telnet User Account:

User Name Password Access Rights 1P Address
1) No Access
2) No Access
3) No Access
4) No Access
5) No Access
6) No Access
7) No Access
8) No Access
<<<<< User Account >>>>>
<L >>>>>
1. Add.
2. Delete.

0. Return to Main Menu.
Select =>1
User Name: user
Password: ****
After Enter, the user will be asked for password verification.
Web and Telnet User Account:
User Name Password Access Rights 1P Address

1) No Access
2) No Access
3) No Access
4) No Access
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5) No Access
6) No Access
7 No Access
8) No Access
<< User Account >>>>>
<L >>>>>
1. Add.
2. Delete.

0. Return to Main Menu.
Select =>1

User Name: user
Password: ****

Verify Password: ****

After Enter, the user will be asked for the choice off access.

Web and Telnet User Account:

User Name Password Access Rights
1) No Access
2) No Access
3) No Access
4) No Access
5) No Access
6) No Access
7) No Access
8) No Access
<< User Account >>>>>
<L >>>>>
1. Add.
2. Delete.

0. Return to Main Menu.
Select =>1

User Name: user
Password: ****

Verify Password: ****

Access Right(r:Read, w:Read/Write): w

After Enter, the user will be asked for IP filter choice (access from particular address choice).

Web and Telnet User Account:

User Name Password Access Rights
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1) No Access
2) No Access
3) No Access
4) No Access
5) No Access
6) No Access
7) No Access
8) No Access
<<<<< User Account >>>>>
<<<<< >>>>>
1. Add.
2. Delete.

0. Return to Main Menu.

Select =>1

User Name: user

Password: ****

Verify Password: ****

Access Right(r:Read, w:Read/Write): w

IP Address(*,0-255):

After Enter, the user will be returned to top menu

Web and Telnet User Account:

User Name Password Access Rights 1P Address
1) user Fhxk Read/Write * KKK
2) No Access
3) No Access
4) No Access
5) No Access
6) No Access
7) No Access
8) No Access
<<<<< User Account >>>>>
<<<<< >>>>>

1. Add.
2. Delete.

0. Return to Main Menu.

Select =>
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Select the number 0 to return to the Main Menu and than Quit with save.

7.3 RESET CONFIGURATION TO DEFAULT

Entering the number 3 at Main Menu

Select=> 3

will engage the Reset Configuration to Default.

Note: Take care since that enables DHCP selection of new web address and the user will need to use the Netility tool to find the new
address after the reset.

7.4 SAVE & REBOOT
Entering the number 4 at Main Menu

Select => 4
will bring the Save and Reboot menu

<K Save & Reboot >>>>>

<L >S>>>>
Would you like to save the settings and quit (Y/N)?
Pressing N will bring us back to the Main Menu
Pressing Y will reboot and terminate the connection.
<<<<< Save & Reboot >>>>>

<LK >>>>>

Would you like to save the settings and quit (Y/N)? y
reboot

Connection to host lost.

C:\>

7.5 EXIT WITHOUT SAVING
Entering the number 0 at Main Menu

Select => 0
will bring will bring the Web and Exit Without Saving menu

<<<<< Exit Without Saving >>>>>

<<LLLL >>>>>
Would you like to quit without saving (Y/N)?
Pressing N will bring the user back to Main Menu
Pressing Y will just terminate the connection.
<<<<< Exit Without Saving >>>>>

<KL >>>>>

Would you like to quit without saving (Y/N)? y
Connection to host lost.
c:\>
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8. APPENDIX - NETWORK SETUP

8.1 DISCLAIMER

This section describes some tips and troubleshooting for the installation of a SageNET-3 unit on a user’s network. Rectifier
Technologies Pacific accepts no responsibility for any errors or problems that occur on a user’s network during the installation of a
SageNET-3 unit. Each user’s network is unique, and as such, an overall solution is not available.

If you do not have experience maintaining and configuring your network, or do not have sufficient authorisation, it is STRONGLY
RECOMMENDED that you contact you network or systems administrator to either help, or configure this for you.

8.1.1 Network Protocols

SageNET-3 is designed to allow a user to remotely monitor the system controller, over an IP based network. It uses 2 widely used
protocols, known as the TCP and UDP protocols. Although it is not essential to understand these protocols in depth, a basic
knowledge of these protocols is recommended, to assist the user in the setup and any troubleshooting of network issues. The
Transmission Control Protocol (TCP) and the User Datagram Protocol (UDP) are both widely documented on the Internet, and online
tutorials are readily available for both protocols.

TCP and UDP are both IP based standards, defined under a global standards system, known as RFC (Request For Comments). TCP is
defined under RFC 793 (http://www.fags.org/rfcs/rfc793.html), the UDP is defined under RFC 768
(http://www.fags.org/rfcs/rfc768.html), and the IP standard is available in RFC 791, (http://www.fags.org/rfcs/rfc791.html).

The TCP and UDP standards are used as a method of encapsulating data from network applications for transport. The IP standard is
essentially a method for addressing computers, and other network devices, using a standard addressing scheme. The combination of
these standards allows every computer to allow simultaneous communications on each device, over different channels.

8.1.1.1 Addressing Schemes

A key notion of the TCP/IP and UDP/IP standards is the addressing scheme. An IPv4 address is a 32 bit address, broken up into 4
bytes. Itis normally represented as 4 sub sections, and displayed as such: Xxx.xxx.xxx.xxx, where each xxx is an integer in the range
0 - 255.

There are 3 main classes of network addresses.

Class Range Start Range End Subnet Mask
Class A 0.0.0.0 127.255.255.255 255.0.0.0
Class B 128.0.0.0 191.255.255.255 255.255.0.0
Class C 192.0.0.0 223.255.255.255 255.255.255.0

Class A networks are fairly major networks, and generally used by military or governments bodies. Class B networks are normally
used for large companies, with a lot of computers on the Internet. Class C networks are reserved for small — medium companies.

There are 4 exceptions to the above. The IP address 127.0.0.1 is used exclusively as a loop-back address, also the following 3 ranges
are used as internal network addresses only, and cannot be used on the Internet.

Class Range Start Range End
Class A 10.0.0.0 10.255.255.255
Class B 172.16.0.0 172.31.255.255
Class C 192.168.0.0 192.168.255.255

8.1.1.2 Ports

Ports are an integral component of the TCP and UDP standards. For each standard, there are 65535 ports that can be used to access
the network device. Some of the ports are defined, (known as the “Well Known Ports’), some are reserved, and some are free to be
used.

An example of the use of ports, is when an Internet browser, (such as Internet Explorer or Netscape), requests a web page, a TCP
connection is established between the 2 computers. However, if the connection were established between the 2 computers, and not
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ports of the 2 computers, the computers would then be effectively closed to any other incoming connections. So instead, the browser
connects to a single port (in the case of HTTP, this is port 80). This allows both computers to still accept any incoming connections
on any of the other open ports they have.

One good way to look at these ports is like doors to a building. You have an address for the building, which is your IP address, as
described above. The ports then become the entries to the building. Without making a connection to the port, you cannot enter.

8.1.1.3 TCP versus UDP
TCP and UDP are the most commonly used IP based protocols in operation today. They are however, different in their basic makeup.

TCP establishes a connection between 2 computers, which is held open for as long as the connection is needed. This is analogous to
calling somebody on a telephone. Every packet is tracked through the network, and if any packets are lost, the protocol knows to
request a resend of the packet immediately.

UDP sends a packet through the IP based network to the receiver, similar to sending a letter to somebody via postal mail. There is no
connection made between the 2 computers, and no absolute assurance that the packet will reach the intended destination.

SageNET-3 uses both of these protocols for different tasks.

8.1.2 Network Setup & Troubleshooting

When installing the SageNET-3 unit onto your network, you should ask some basic questions before beginning, which will assist you
with the installation.

What IP Address should the unit be?
What is the Subnet mask?

What is the default gateway’s IP address?
Is there a firewall?

Do I use a proxy server?

8.1.2.1 SageNET-3 IP Address

The IP Address of each SageNET-3 unit is static. This means it cannot be dynamically given an IP address on boot up, using a DHCP
server. You need to assign an IP address to the unit, and ensure that the IP address you give it is unique on the network.

To assign an IP address to the SageNET-3 unit, see Network Settings.

8.1.2.2 Subnet Mask

Each IP based network has a subnet mask used on it. The subnet mask usually corresponds to the class of the network, as described in
Addressing Schemes. This will need to be changed to reflect the subnet mask used in your particular network.

TIP: Use the Windows™ command line tool ipconfig to discover your subnet mask.

8.1.2.3 Gateway IP Address

The gateway IP address is required if you will be communicating with computers that are not on the current LAN connection. A
gateway is generally a computer, router, or bridge, which connects a PC, or network device to another network, such as the Internet.

TIP: Use the Windows™ command line tool ipconfig to discover your gateway IP address.

8.1.2.4 Firewalls

Firewalls are devices that block incoming (and sometimes outgoing) packets from accessing your network. It is a method of stopping
any network ‘hacking’. In current day systems, firewalls are in common use with most Internet connections.

The way a firewall works, is it blocks any attempts to establish a connection with the network device. The connections are generally
blocked when a PC or network device attempts to connect to the internal network from the Internet.

Using SageNET-3 across the Internet without any form of encryption is NOT recommended. All data transfer is in an unprotected
state, and is vulnerable to attack. Remote access across the Internet should be done via a virtual private network (VPN).

To use SageNET-3 across the Internet, you must ensure that certain ports are available for connection. Most of these ports are
configurable, such as the SageView connection ports and the SageNET-3 configuration. However, some ports are not configurable,
such as the SNMP trap (UDP Port 162) and SNMP monitoring ports (UDP Port 161), and the HTTP connection ports (TCP Port 80).

To utilise the features of SageNET-3, you will need to ensure that all ports you decide to use are open to the Internet
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For a full list of the TCP and UDP port assignments, please refer to: http://www.iana.org/assignments/port-numbers

Each firewall has its own way of configuring ports for usage. Please refer to the firewall manuals for instructions on how to open
ports.

8.1.2.5 Proxy Server

A proxy server is a method of speeding up the loading of web pages, by caching (or keeping a copy of) the web page on a local server.
It generally operates from an Internet Service Provider’s network, although some companies maintain their own. When a web page is
loaded, it is cached into the proxy server. Then, if the same webpage is requested again within a certain time frame, the page from the
proxy server is sent again, reducing the time to get the page.

You should avoid using a proxy server with the SageNET-3 unit. This is because when a proxy server is used, some of the pre-
processing that occurs before the page is returned does not get redone, and as such, some changes that may have occurred, may not be
reflected in the reloaded web page.

TIP: Internet Explorer allows the proxy setting to be switched off or excluded for particular IP addresses, under the Tools Menu,
Options, Connections Tab, LAN Settings, Advanced.
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9. APPENDIX - RECOVERING NETILITY LOST PASSWORD

If the Netility password for the SageNET-3 unit has been lost, it can be recovered by engaging the internet browser of your choice and
typing: http://xxx.xxx.xxx.xxx/password.cgi where the Xxx.xXxx.xxx.xxx is the IP address of the device with the lost password.

E2) Mozilla Firefox =10l ><|

File Edit “iew History Bookmarks Tools  Help
< || EN http: .. .camy IBThang Le: . | T hwykat is Su I I Product List |g MetProbeli. I W httpe ol = I > + -
' | |@v Jireless Elridge,."ﬂ.)"| L. 8 | ™

* 192.168.0.237,/password. cgi

Enter the ID and PAWD info (shown on the back label) to retiieve either the Web or TTtlity password.

i
PWD

Continue I

Type
ID:  admin
PWD: is Password combination of letters and numbers, as printed on the label on the device (under the MAC number).

Tested to Comply
With FCC Standards c >
For Home or Office Use

S/N:3927092117 Model:DX520

MAC:00-03-EA-12-AB-95
Password:5148F177

RO OO e

Note: It is of utmost importance to register the label details of every deployed device, especially the Password.

) mMozilla Firefox g =] |

File Edit Wiew History Bookmarks Tools Help
< || Eh kttp:....comyf IBThang Le: .. I [ iwwhat is Su... I i Product List |g MetProbeli.. I M http:..cgi < | > 4+ -
c | |B - Jireless Bridge/a - | A

<& 192.162.0.237 fpassword. cai

Enter the IT? and PWI mifo (shown on the back label) to retiieve either the Web or Utility password.
I admin

JERETE ] ........l

Continue I

Press Continue

PM990-4036-00, Rev 5


http://xxx.xxx.xxx.xxx/password.cgi

SageNET-3 User Manual Appendix — Recovering Netility Lost Password

¥ Mozilla Firefox =10l x|

File Edit “iew History Bookmarks Tools Help
< ﬂ@] http:....comy ]BThang Le: ... l wyhat is Su... ] Product List lg MetProbel... ] M http 177 < | R
€= | @ 192, 168.0.237 /password. coirset o= 1&user =admingpass =51 c | | - fireless Bridge/a ;_l i

Webk passwords:

TserMatme: Password:
TTzerame: Password:
Tegerame: Password:
TzerMarme: Password:
TserMNarme: Password:
TserMame: Password:
TserMame: Password:
TserMatme: Password:

TTtlity password: 123456

Clear All I

For password reset press Clear All button (lost password is shown as Utility password above if it is to be kept)
—10 x|

FEil= Edit Wi History Bookrarks Tools Help
< "@] http: . comyf ]BThang Le: .. I?”? what is S ][:] Product List Ip MNetProbeli ] O http. 177 < > + -

€= & 192.162.0.237 /password. cairset_no—2Ruser — adrinSpass =51 (<) | - Jireless Bridgesa )7| E o B |

data clear

Cleared password can be seen as un-ticked now

7 Configure x|

IPAddress' Advanced Password I

Device Password

MNew pazsward: I
LConfirn pagsword: I

Ok I Cancel |

If the user can not tell the system password from the label then it need to be retrieved from the manufacturer / vendor by the unit serial

number.

Note: The Netility password will have NO effect on Web Browser access.

PM990-4036-00, Rev 5

9-2



SageNET-3 User Manual Appendix — SageNET-3 Firmware Update

10. APPENDIX SAGENET-3 FIRMWARE UPDATE
The firmware of the SageNET-3 unit can be updated using the Netility Tool.
T Netility

Web User
Interface

P Search for device’s LAN IP

Settings

Serial Number MAC Address IP Address
3927092117 00-03-EA-12:4B-35 192.168.0.236

Firrmw are
Upgrade

Hardware Y ersion: Dx520 Select 1 of 1
Firrware VWersion: 3.1.DxE20.MCSL
MAL Address: 00-03-E4-12-4B-35

Refresh

Run the Netility Tool and allow it to find the SageNET-3 units on the network. Select the unit that needs to be updated. Press the
Firmware Upgrade button. For the selected device, this button will invoke the new firmware file query

Firmware Download |

File name: || _I

Dievice | [ ownload Status |
3927092117

Download | Cancel |

Navigate to the chosen file (by pressing the square button next to the File Name field). Navigate to the file of choice and press Open

open 21 x|
Look jn: [ 20121213 =] «= o EF-

File name: |3.1 D520.8671.9.bin Open I
Files of twpe: [ *bin = Cancel I
L
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Press download

Firmware Download

File name:

I’v3‘-.Updates\2D1 2-12-13%3.1.D<520.8671.9.big ... I

Device | Download Status |

3927032117

Download Cancel

Progress will be indicated

Firmware Download

File name:

IX:\F’roiect\SNMF'\-'S\LIpdates\2D'I 212135310 L. |

I

|D owrloading...

| Download Status |
Drownloading. ..

D evice
3927092117

Llownload I

Cancel

Outcome will be reported in the Download Status

File name:

|1 unit success. O unit Fail.

I D ownload Status I
Download Succes=fully

Device
3927092117

D ownload I

Cancel

Press Cancel to finish the f/w update
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11. APPENDIX - TCP/IP PORTS
The SageNET-3 uses the following TCP/IP ports for its communications interfaces:

PORT PROTOCOL

TCP Port 80" HTTP

TCP Port 443* HTTP over TLS/SSL

TCP Port 23* Telnet

TCP Port 22* SSH

TCP Port 10001* SageView software

TCP Port 10002* SageView software (secondary connection)

TCP Port 10099* Configuration Tool access to SageNET-3

TCP Port 37 Time server

TCP Port 161 SNMP

TCP Port 162 SNMP Traps

UDP Port 162 SNMP Traps

Note:

1. Ports marked with an asterisk (*) may be re-configurable using the SageNET-3
Configuration Program should a port conflict be encountered.

2. Ports marked with an hash (#) may be re-configurable using the SageNET-3 Netility
Tool should a port conflict be encountered.

In order for a computer to access the SageNET-3 remotely, any networking equipment (routers, firewalls, proxy servers, etc...)
between the two mustbe configured to pass data on the appropriate TCP/IP port. If the SageNET-3 can be accessed via
web browser (HTTP is the most universal TCP/IP protocol) but fails for one of the other protocols, then you should suspect a
firewall or proxy server blocking TCP/IP ports to be the cause.
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12. SAGENET-3 QUICK START GUIDE

12.1 MATERIALS REQUIRED
SageNET-3 board and installation CD

1
2. Computer running Windows XP or higher operating system

3. CATS5 network cable for SageNET-3 connection to your network
4. #1 Phillips Screwdriver

12.2 ADVANCE PREPARATION
You will need the following network information to configure the SageNET-3.

1. Static IP Address for SageNET-3 Subnet Mask
2. IP Address of network gateway
3. IP Address of SNMP Monitoring (to receive SNMP traps) IP Address of SNTP time server (optional)
4. 1P Address of system log server (optional) MAC address from label on SageNET-3 board
A configuration check sheet for recording these values is included at the end of this section.

You may configure the IP address of the SageNET-3 by using the Netility Tool. Details of both procedures may be found
in Installing and using the Netility Utility section of the SageNET-3 Manual. The Netility Tool must be installed from the
SageNET-3 installation CD.

To configure the IP address of the SageNET-3 device, the computer being used must be on the same physical network segment.
This means that there should be no network segmenting equipment between the two devices (such as firewalls, gateways or
filtering routers).

If the SageNET-3 device is to be accessed from another network segment (for monitoring or remote programming),
certain TCP/IP ports must be accessible from the other network segment. In many installations only the commonly used TCP/IP
ports such as HTTP, FTP, POP3, etc... are allowed to pass through the network segmenting equipment. It may be necessary
to configure the network segmenting equipment to pass the unique TCP/IP ports required by SageNET-3. A more detailed discussion
of TCP/IP ports may be found in Appendix - TCP/IP Ports section of the SageNET-3 Manual.

12.3 SAGENET-3 INSTALLATION OVERVIEW
Confirm firmware revision level of Sageon Plant Controller. Install SageNET-3 board and connect

Using Netility Tool, configure the IP address, subnet mask and gateway for the SageNET-3 board.
Using the SageNET-3 Configuration Program, configure the network monitoring system

Test access to SageNET-3 by directing a web browser to http://<ip-address-of- module>/. The SageNET-3 home web page
should be seen.

Note:

Due to the compact size of the RJ45 socket on the SageNET-3 board, itis necessary to use an Ethernet cable constructed with
premium quality RJ45 plugs. Poor connections have been observed when using cables constructed from discount or generic
RJ45 plugs. Brand name cables such as those from AMP™ will assure proper operation of your SageNET-3.

If you are experiencing problems with your SageNET-3 board when it is properly installed, please check the link status LEDs
on the RJ45 connector. If no LEDs are illuminated, a poor cable connection should be investigated.
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SageNET-3 Setup Data Worksheet

Name of Installation:

SageNET-3 MAC Number:

SageNET-3 Static IP:

SageNET-3 Network Mask:

SageNET-3 Network Gateway:

Network Monitoring System: (where to send SNMP traps)

Network Time Server: (optional)

(ex: 00-03-EA-12-AB-95)

(ex: 192.168.0.11)

(ex. 255.255.0.0)

(ex: 192.168.0.1)

(ex: 192.168.0.121)
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13. PRODUCT SUPPORT

Product support can be obtained using the following addresses and telephone numbers.

Corporate office: Manufacturing facility: Manufacturing facility:
UNIPOWER, LLC UNIPOWER, LLC UNIPOWER Slovakia SRO
210 N University Dr 65 Industrial Park Rd ZLATOVSKA 1279

Coral Springs, FL 33071 Dunlap, TN 37327 Business Center 22

United States United States 91105 Trencin, Slovakia

Phone: +1-954-346-2442
Toll Free: 1-800-440-3504
Web site — www.unipowerco.com

When contacting UNIPOWER, please be prepared to provide:

The product model humber, spec number, S build number, and serial number - see the equipment nameplate on the front panel
Your company’s name and address

Your name and title

The reason for the contact

If there is a problem with product operation:

e Isthe problem intermittent or continuous?

e  What revision is the firmware?

e What actions were being performed prior to the appearance of the problem?

e What actions have been taken since the problem occurred?

AN S o
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